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BCE ITPABA 3AIIMILEHDBI

Bes  undopmarus,
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paspenieHusl.
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AHHOTALIUS

JlaHHOE PYKOBOJCTBO MPEJHA3HAYEHO ISl CIIELMAIMCTOB, OTBEYAIOIINX 3a
yIpaBJIEHHE MOOMIBHBIMUA YCTPOMCTBAMH OPTaHHU3ALUU.

Cucrema ympaBiaeHuss MOOWIbHBIMU ycTporcTBamu «OKO» (manmee mo
Tekcty - CY) npenHazHadeHa AJis1 00ecrneyeHusl HEHTPATM30BAaHHOIO YIIPABJICHMUS,
MOHHUTOPHHTA U KOH(PUTYPUPOBaHUS MOOUITBHBIX ycTpoiicTB nuHeiikn OKO Ha 6aze
ornepaionHoit cuctemsl Android (fanee mo Tekcty - MOOWIIbHBIE ycTporicTBa). CY
IpelHa3HayeHa JUIsl pa3BEepPTHIBAHHUS B KOPIOPATUBHBIX CETSAX, B TOM YHUCJIE B
3aKpBITHIX CETAX 0e3 pocTyna k cetu MHTepHeT.

B HacTosilieM pyKOBOJCTBE ONHCAHBI MHCTPYKUUH M PEKOMEHAAIMHU IO
YOPABJICHUI0 MOOWJIBHBIMU YyCTpOMCTBaMu ¢ ucnosnb3zoBanueM CVY. Hacrosiuee
PYKOBOJICTBO OXBAaThIBAET BCE ACMEKTHI AKcIuTyartanuu CY, BKIOYasl NEPBUYHYIO
HACTPOWKY, IOBCEJHEBHOE aJMHHUCTPUPOBAHUE, YCTPAHEHUE HEMOJAJOK U
obecnieueHne 6€30MacHOCTH KOPIOPATUBHBIX MOOMIIBHBIX YCTPOMCTB.

OcHoBubie pynkuuu CY:

- LIEHTPAJIU30BaHHOE YIMPABICEHUE IMMAPKOM MOOWIBHBIX YCTPONCTB Yepe3
BeO-TIaHe b aJIMUHUCTPATOPA;

- YJQJICHHYIO YCTaHOBKY, OOHOBJIEHME M yJaJICHHE NPUIOKEHUN 0e3
NOJITBEPKACHUS MOJIb30BATEIS;

- ympaBJieHHE KOH(PUTYpalUsIMA MOOWIBHBIX YCTPOUCTB (TIpoduisamu
Wi-Fi, orpaHi4eHUs MU, TOJTUTUKON 0€30MaCHOCTH);

- MOHHUTOPHHI COCTOSIHUSI MOOWJIBHBIX YCTPOMCTB (3apsii aKKyMYJISITOPHOU
OaTtapeu, HAJTMYKE B CETH, KypPHAIIbI);

- ynaneHHole komaugwl: «llepesarpyska», «bmokupoBka», «COpoc K
3aBOJICKMM HACTPOHKaM»;

- ympasienue annaparibiMu QyHkiusmu: Wi-Fi, Bluetooth, GPS, sipkocTsb,

I'POMKOCTB;
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- JocTaBKy push-yBegomiieHnii 1 cOOOIIEHUH TIeKepa,;

- nonnepxky pexumMoB «COBO» u « COSUy;

- MHorodakropuyio ayrentudukanuio (TOTP/MFA) nns Be6-naneny;

- MYJBTUTEHAHTHBIH pexuM (multi-tenant) ¢ pasrpaHUYEHHEM JIaHHBIX
OpraHU3aIuK;

- pasBepThIBaHME areHTa ¢ moMoIisio QR-xoma (Android 7.0 u BoImIe).

CocraB HHQPACTPYKTYPHI Il YCTAHOBKHU M 3KcIyaranuu CY

JUIs ycTaHOBKM M 3KCIulyatauuud cepBepHoil dactu CVY JOKHBI OBITH
oOecredeHbl CIeAyIONUe MapaMeTphl:

- cepBep WIM BHUpTyaibHas wmammHa 107 yrpasieHueM OC Linux
(Debian 11/12 wim Ubuntu 20/22/24);

- CETeBOE MOJKIIOYEHHE: JOCTYNHOCTh cepBepa mno [P-ampecy wnm
DNS-umenu ¢ ynpaBisieMbIXx MOOUIIBHBIX YCTPOUCTB;

- paboyasi cTaHIMS aJMUHUCTparopa c Opay3epoM s JOCTyma K
BeO-nanenu (Google Chrome, Mozilla Firefox);

- kabenbp ¢ USB Type-C mis nepBoHayasibHOM ycTaHOBKM areHta CY Ha
MOOMJIBHOE YCTPOMCTBO (ITPU HEOOXOIUMOCTH).

Jlist yctaHOBKM M 3kcrutyatanuu arenta CY Ha MOOWJIbHBIE YCTPOWCTBA
JOJIKHBI ObITh OO€CIIeYeHbI CIAEAYIOIINE TapaMeTphl:

- MoOmIIbHOE ycTpoicTBO moa ynparieHueM Android Bepcum 7.0 m BBl
(i pexxuma Device Owner);

- APK-gaiin arenta CY, 10CTyNHBIN B BeO-MaHENH WM MPEIOCTABICHHBIN

00O «bauTapr».

[Ipumeuanue - [Insg ycranoBku arerra CY uepe3 QR-kon, momkeH ObITh oOecriedeH

JIOCTYIT MOOMJIBHOTO YCTPOMCTBA MO CETH K CEPBEPY C pacroyiokeHHbIM areHToM CVY.

W3m.| Jlucr | No mokym. Iloan. | Jara




5
RU.BPYA.00065-01 90 01
AnmnaparHbie TpeOGOBaHMS K CepPBepy
Br16op xoHburypanuu cepBepa 3aBUCHT OT IPEANOIaraeMoro KOoiaudecTBa
YHIpaBJIIEMBIX MOOWJIBHBIX ~ yCTPOMCTB. Pexomenyemblie anmapaTHbIe
KOH(Urypamuu nprBeieHsl B Tadbnuue 1.

Tabnuua 1 - Pekomenayemble annapatable KoHdurypauuu cepepa CY

KonnuectBo O06Bem orepaTuBHOTO

KonuuectBo siaep O0BEM HAKOIIUTEILSA
MOOMIBHBIX 3aIIOMHHAOIIETO DOLECCODA. LT undopmarn (SSD), T
YCTPOMCTB, IIT. ycTpoiicTBa, I'b pon pa, T pMatl ’
1 Otr1 go 200 4 2 50
2 Ot 200 7o 1000 8 2 50
3 Ot 1000 mo 5000 16 4 200
4 Ot 5000 510 20000 32 6 200

(oTnenbHbII cepBep 0a3bl JaHHBIX)

MuHUManbHBIE — ammmapaTHbie  TpeOOBaHWSA K CEpBEpYy  JIOJDKHBI
COOTBETCTBOBATH CTpOKe 1 TabmuIel 1 HACTOSIIEr0 PyKOBOJICTBA.

IIporpamMmMHbIe TPeOOBAHUSA

[TonnepsxuBaeMble OnepaloOHHbIE CUCTEMBI CepBepa:

- Debian 11 (Bullseye) - pekomenyercs;

- Debian 12 (Bookworm);

- Ubuntu 20.04 LTS;

- Ubuntu 22.04 LTS;

- Ubuntu 24.04 LTS (TpeOyeTcst 10oN0JHUTEIbHAS HACTPOHKA PENO3UTOPUER
s Tomceat 9).

[IporpaMMHBIE KOMITOHEHTHI, YCTAHABIMBAEMbIC aBTOMAaTUYECKH B COCTaBE
MakKeTa:

- Apache Tomcat 9 - cepBep npuIOKEHUN;

- PostgreSQL - cuctema ynpaBieHus 0a3aMu JJaHHbBIX;

- Java Runtime Environment (JRE) - cpena BeimonHeHus Java-npuiioxeHui.

[Ipumeuanue - Tomcat 10 me mommepxkuBaercsa. Ha Ubuntu 24.04 ans gocTymHOCTH

nakera Tomcat9 wHeoOxomgumo mnoakmOuuTh pernozutopuit  Ubuntu Jammy (m. 3.1

RU.BPYA.00065-01 34 01).
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Jlnsa ycraHoBKM ¢ ucnoib3oBaHueM Docker-koHTeiiHepa MOMOTHUTETHHO
tpebyetrcss Docker Engine u docker-compose (Bepcust 1, ucmosHsembIil (aitn
/usr/local/bin/docker-compose).

TpeOoBaHusl K CeTH M MOPTAM

st koppekTHoil pabotel CY Ha cepBepe AOJKHBI OBITh OTKPBITHI MOPTHI,
NEPEeYUCIICHHbIE B Tabmnuiie 2.

Tabnuua 2 - Tpedyemsble ceTeBbie mopThl CY

[Iporoxoin/mopt Ha3nauenue O06s13aTeNIBHOCTD
TCP/443 HTTPS-noctyn k Be6-nanenu (1Mo yMOJTYAHHIO) O0s3aTenbHbIN
UDP/443 Wuunnmanusanus arenTa rnpu perucrpanuu no QR-xkoxy | OO0s3aTenbHbII
TCP/8080 HTTP-noctyn x BeO-mmaHenu (1o yMOJITYaHHIO) OO0s13aTeNbHBIN
TCP/9090 JlokanbHbIH cepBep KapT (tileserver), mpu HaITU4UU OnuroHanbHbINA

TCP/31000 |MQTT-6poxep (o ymomuanuto 31000) OnuroHanbHbINA
[Ipumeuanue - [Ipu ucnons3zosanuu HTTP (6e3 HTTPS) Bmecto nopra 443 ucnonb3yercs
nopt 8080.

PexoMeHnanuu no 6e30MacHoOCTH

HeoOxomumo coOmrogarh cienyronie 0a3oBble Mepbl MH()OPMALIMOHHOU
0€30MacHOCTH, C UENbI YCHEIIHOIO HHTETrpUpoBaHUs M 3kcmutyatamuu CVY,
oOecrieunBasi BBICOKHWN YpPOBEHb YIPABISIEMOCTH U O€30MAaCHOCTH MOOWJIBHBIX
YCTPOMCTB:

- JIaHHBIE, TIepejaBaeMbIe MEXKAY CEPBEPOM M MOOMIBHBIMHU YCTPOHUCTBAMH,
JOJDKHBI OBITH 3a1U(GPOBaHbI ¢ UCIIOJIb30BaHUEM MTPOTOKOI0B SSL/TLS;

- JokHa OBITh OpPraHW30BaHA HEpapXus MpaB IOCTyMa, HCKIIOYAOIIas
HECaHKIIMOHUPOBAHHBIE IEHCTBHUS MOJb30BATENCH;
JOJKHO OCYILECTBIISITbCS pPE3€pBHOE KONMUpPOBaHME 0a3 NaHHBIX U (ailyioB Ha

PETYJIIPHON OCHOBE.
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1. HAYAJIO PABOTHBI

1.1. BxoaB CY

Buemnnit Bun untepdeiica aBropusanuu CY mpencrasieH Ha pucyHke 1.1.

Wmsa nonb3osatens unu 3MeKTpoHHaA no4ta

MNapons:

Boiiti

Pucynox 1.1 - Bueurnuit Bug untepdeiica apropuzanuu CY

st aBropuzanuu U Bxojga B CY HEOOXOJUMO BBITIOJHUTH CIIETYIOIINE
JICVCTBUSL:
1) otkpbeiTh Opay3zep u BBecTu ajpec cepBepa CY B aJpecHOM CTpOKe.
Hampumep: https://oko-mdm.ru umm http://192.168.0.1:8080;
2) mnosiButcs ¢dopma aBTOpU3AllMU, TJ€ MOTPEOYeTCs BBECTU YUYETHBIC
naHHbIie (PUCYHOK 1.1):
- 7noruH (yKa3aHHBINA MIPU CO3/IAHUH AKKAYHTA);
- Mapojb (COOTBETCTBYIOIIHNI aKKAyHTY).
3) moaTBepaUTH BBeACHHBbIC AaHHbIe W BoWtu B CVY, HaxaB KHOIKY
«Bowtny;
4) B ciy4ae, eclid JJOTUH U MapoJib YKa3aHbl BEPHO, OTOOPA3UTCS BKJIAJKA
«YcTpoiicTBay, cojeprKaiias nepeueHb MOOMIIBHBIX YCTPOUCTB, COCTaB KOTOPOTO,

3aBUCUT OT YPOBHS JOCTYIIA MOJb30BaTeNs (pUCyHOK 1.2).

NONHWAT je napameTpsl V
Bee rpynnsi Bce KoHdvrypaumm AononHurensHbie napameTpsi

Movick BLICTPbIi NOHCK 110 UAEHTUMKATOPY Do6asue
1-2/2

Craryc Oxnanx Waentndukarop Craryc paspewexnn Craryc ycraHoBKn Craryc cannoe Kondurypauma Dencreun

® 04/06/25 15:54 oko-12 e © @ Ynpasnsem TpOWCTBO () xon MQTT) ;s =

=)

@ 04/06/25 15:556 oko-14 @ ] 2 Y nsem TPOWCTBO (NpoT! MQTT) 7 28

=1

Pucynok 1.2 - BHenmnuii BU1 BKJIAAKA «Y CTPOMCTBA»

W3m.| Jlucr | No mokym. Iloan. | Jara
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Bxnagka «YcTponcTBay NOpPEeNOCTAaBISIET BO3MOKHOCTH  MOHUTOPHHIA
MOOMIIBHBIX YCTPOMCTB, BBIOOPKY KOTOPBIX MOXXHO cJieJaTh MpU MOMOIIU
napaMeTpoB QuiIbTpanuu (Tpynmbl, KOHPUTYpaluHu, UACHTU(QHUKATOP U ApYyTUe
napameTpsl). [TogpoOHOE omucaHue BKIAKU «YCTpOWCTBay MPUBEIEHO B M. 2.2
HACTOSILETO PYKOBOJICTBA.

BosmoxubIe mpuyuHbI TpobsieM co BxoaoM B CV:

- JIOTHH WJIY NIapoJib BBEJECHBI HEKOPPEKTHO;

- COEJUHEHUE C CEPBEPOM HECTAOMIIBHO MUJIM OTCYTCTBYET;

- Opay3ep He momuepxkuBaeT coBpeMmeHHble cTaHgapTei HTML/CSS wu
JavaScript.

1.2. Onucanue unrepgeiica CY

Nurtepdeiic CY mnpexacrarisier coboit BeO-moprtal, pa3pabOTaHHBIN st
IPOCTOTO U YA0OHOTO yNpaBiIeHUs] MOOMIBHBIMH ycTpoicTBaMu JuHEHKH «OKO».
Ero crpykTypa OpHEHTHpOBaHA Ha NPENOCTaBIEHUE OBICTPOrO JOCTyNa K
OCHOBHBIM (DYHKITUSIM U KOHTPOJIIO HAaJ] MOOWJIbHBIMU YCTPOWCTBAMHU B €IIMHOMN
cpene. OcHoBHOM 3amadeit wuHTepdelica sBuseTcss oOJerdyeHue padoThl
aJIMUHUCTPATOPOB, CBsi3aHHAasi € oOecredyeHueM O€30MaCHOCTH, MOMJEPKKUA H
MOHUTOPHWHTA Mapka MOOUIILHBIX YCTPONUCTB OpraHU3aIiu.

1.2.1. OcHOBHBIE 2JIEMEHTHI UHTEpPetica

Nurtepdetric CY opraHu3oBaH BOKPYT HECKOJIBKUX KIFOUEBBIX KOMIIOHEHTOB,
MPEICTABICHHBIX B BUJE BKJIAJO0K U MaHeJIel HaBUTallUU:

- I'maBHOe MeH10. PacmosokeHo 1moj 3aroJioBKOM, MPe0CTaBISIET ObICTPHIMA
JOCTYM K KJIF04eBbIM BKiaakam CY;

- PaGoumii Dkpan. LlenTpanbHas o00JacTh, HMWXKE TJABHOTO  MEHIO,
OTOOpaKaroIIasi CoepKaHUE BHIOPAHHOM BKIIAJIKH (HATTPUMED, CITUCOK MOOUITBLHBIX
YCTPOUCTB, KOH(MDUTYPAIIMIA UITH TIPHIIOKCHHU );

- IManeab moJsib3oBaTesis. BepXHssa 4acTh CTpAaHUIIbI, CIIPABA, COAEpKALLIAS

Aaty, UM TOJIb30BAaTCIIA U BbIITA1ar0IICC MCHIO HpO(I)I/IJISI IIOJIB30BATCJIA.
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1.2.1.1 TI'maBHOe MeHto

I'maBHoe MeHIO CY COIEpKUT CAEAYIOUINE BKIAJKHU:

- YcrpoiictBa. CIMCOK BCEX 3apErHCTPUPOBAHHBIX MOOUJIBHBIX YCTPOMCTB,
UX COCTOSTHUE M BO3MOXKHOCTH BBINIOJTHEHUS JCUCTBUN (MOHUTOPHHT, yAajieHUE,
HW3MEHEHHE KOH(DUTypaIumn);

- IIpunoxenus. YnpasieHue NPUIOKEHUAMH, TOCTYIHBIX JJIsI YCTAHOBKHU
Ha MOOMJIbHBIX YCTPOMCTBAX, BKIIIOYAsl YCTAHOBKY, OOHOBJICHUE U YJaJICHHE;

- Konduryparmuu. HaGopsl mpaBwui1 1 HACTPOESK /I MOOWIIBHBIX YCTPOMCTB,
pacrpenensieMbIX [EHTPAIU30BaHO;

- @aiinel. Yrpasinenue daiinamu u makeroM APK, HeoOXoauMbIMu st
paboThl C MOOMIIBHBIMH YCTPOMCTBAMU;

- Hacrtpoiiku. I[lapamerpsr CVY, Biustone Ha oOliee TNOBEJACHHE WU
BHEUIHIOIO 3CTETUKY UHTep(erica;

- @Oynkuuu.  Cnenuanu3upoBaHHbBIE  WHCTPYMEHTBI W IUIArWHBI,
pactmmpsitorue ¢pynkiuonan CV.

1.2.1.2 PaGouwnii Jkpan

Kaxxnplil pa3zzaen ri1aBHOTO MEHIO OTKPBIBAE€T OTIENbHBIA pabouuii 3KpaH,
coAepKallMid KOHKPETHbIE JaHHbIE U UHCTPYMEHTHI ISl B3aUMOJICVCTBUS C HUMU.

Hanpuwmep:

- BKJaAKa «YCTPOMCTBa» MPEICTABISET CHUCOK MOOWJIBHBIX YCTPOMCTB C
BO3MOXXHOCTBIO (DMIIBTpALIMM, TPYIIUPOBKY U BBHITIOJHEHUS NEUCTBUN (HarpuMmep,
CMeHa KOH(UTYpaluy, MOJTyYEHUE A€TaTbHON HHPOPMALIHH);

- BKJIaJIKa «I TpunoxeHus» COIEPIKUT KaTaJior MIPUIIOKEHUH,
YCTAaHOBJICHHBIX Ha MOOWJIBHBIX YCTPOMCTBaxX, M NPEIOCTaBISIET CpeIcTBa s

YCTaAaHOBKH HOBBIX HpI/IJ'IO)KeHI/Iﬁ WJIM OOHOBJIEHUS CymCCTBYIOIIMX.
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1.2.1.3 Tlanens monb30BaTes

1.2.1.3.1 BeicTpas cnpaBKa U BCIIOMOTaTeJIbHbIE HHCTPYMEHTHI

WuTepdeiic HanoMHEH 3JeMEHTaMH OBICTPOM CIIPaBKH U HHPOPMATHBHBIMU
BCIUTBIBAIOIIMMUA OKHAaMH, 4YTO oOO0JerdyaeT oOydyeHHEe HOBHYKOB U YCKOpSET
MPUHATUE PEIICHUN ONMBITHBIMU aJIMUHHCTpAaTOpaMu. Bo MHOTHX MOJISIX UMEIOTCS
BCILIBIBAIOILME MTOJICKA3KH, OOBSICHAIOIINE UX HA3HAYEHUE U TOPSAIOK 3aIOTHEHUS.

1.2.1.3.2 Jluunbiéi ipoduiIb MOIB30BATENS

Kaxnpii mosib30BaTelb HMMEET BO3MOXHOCTH NEPCOHAIM3ALNU  CBOEHU
Y4eTHOM 3ammcu, MeHss s3bIK MHTepdeica, TeMy o(OpMIECHUS M HACTPOHKU
oroOpaxeHus. JIMuHbI NpodUIb IOCTYNEH uYepe3 BEpPXHEE MEHIO, TI€ MOXKHO
WU3MEHUTH JINYHBIE TaHHbIE, CMEHUTh NapOJib U HACTPOUTH YBEIOMIICHUS.

Wutepdeiic CY cnpoekTUpoBaH TaKUM 00pa3oM, YTOObl MUHUMH3UPOBATH
BPEMEHHBIE 3aTpaTbl HA PYTUHHBIE 33/ladd M TO3BOJIUTh AJMUHHUCTPATOpPaM
COCPEIOTOYUTHCS Ha 00ECTIEYeHUH O€30IaCHOCTH U EIOCTHOCTH MH(PPACTPYKTYPHI
MOOWJIBHBIX YCTPOMCTB opranu3zauuu. [IpocToTa M HArIAAHOCTH CTPYKTYpPbI
obecrnieunBalOT KOMMOPTHYIO padoTy Aake i HAYMHAIOUIMX IOJb30BaTEleH,
TOTJla KaK IIMPOKUE BO3MOXKXHOCTH TMO3BOJISIIOT NpodeccroHasaM peaau30BaTh
CJIOXKHBIE CXEMBI YIIPABJICHUSA U ABTOMATU3ALIMH.

1.3. IlepBoHayajibHasi HACTPOMKA

[TepBonavanbhast HacTpoiika CY HeoOxoauMma JjIsi Hayajia TMOJHOIICHHOTO
yOpaBjieHUs] MOOWJIBHBIMU yCTpoMcTBamH. Jlamee mpuBefeHa MOIIAroBas
MHCTPYKIIHUS, KOTOpasi MO3BOJIUT ObICTPO U 3(hPexkTuBHO NoAroToBUTh CY K padore.

1.3.1. ITogroroBka cepBepa

JJist MIOArOTOBKM cepBepa HEOOXOAMMO BBITIOJIHUTH CIAEAYIOIINE IEUCTBHUS:

1) yGeautbcs, YTOo 0OOpYAOBaHME  COOTBETCTBYET  MHHUMAJIbHBIM
TEXHUYECKUM TPeOOBAaHMSIM IS HEOOXOJUMOTO KOJIMYECTBA MOOMIIBHBIX

yCTPOUCTB (Tabsiuia 1 HaCTOSIIIETO PYKOBOICTBA);
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2) yctaHOBUTH cepBepHylo yacTs CVY, Bkimtoyatonryto Apache Tomcat u 6a3y
nanHbiX PostgreSQL;
3) moarotoBuTth ceprudurat SSL/TLS mst 6e30macHOro 0OMeHa TaHHBIMU.
1.3.2. YcranoBka arenta CY Ha MOOWJIbHBIE YCTPOHCTBA
Hnst ycranoBku areHta CY Ha MOOWJIBHBIE YCTpPOMCTBA HEOOXOIUMO
BBITIOJTHUTD CICAYIOMINE JICHCTBUS:
1) ckadatb u yctaHoBuTh areHT CY Ha Kaxjoe MOOMIIBHOE YCTpPOMCTBO,
NOJJIEXKAIEee YIIPaBICHUIO;
2) aKTHUBUPOBATh arc¢HT, BBHIMOJHUB HAYAIBHYIO PETHCTPAIIUI0 MOOUIHHOTO
ycrpoiictBa B CY (pasnen 8, RU.BPYA.00065-01 34 01).
1.3.3. Hactpoiika 6a30Boi KOH(pUTypanuu
Jist  HacTpoiika 0a30Boil  KOH(Urypanuu HEOOXOIUMO  BBITIOJIHUTH
CJICIYIOIIHUE JECUCTBUS:
1) Boittu B BeO-untepdeiic CY ¢ npaBaMu aIMUHUCTPATOPA;
2) mnepeitu B paznen «Kondurypamum» 1 co31aTh HOBYIO KOH(GUTYpaIUIO
WM CKJIOHHPOBAThH CTAaHIAPTHYIO;
3) omnpenenauTh HACTPOMKH JJISl ITOM KOH(UTypaLUu:
- Ha3BaHUE U OMHCAHUE;
- MoJUTUKa 0€30MacHOCTH (Taposib, reooKalms, push-yBegoMieHus u ap.).
- HACTpPOWKHM BHEIIHEr0 Bujaa (IBET (oHA, MIPUQPTHI, PACIIOIOKEHUE
AJIEMEHTOB).
1.3.4. Jlo6aBneHre MOOMIBHBIX YCTPOICTB
Jlns  nmoGaBieHUsT MOOHJIBHBIX  YCTPOMCTB  HEOOXOJAMMO  BBITIOJHUTH
CHEYIOIINE AECUCTBUS:
1) mepeiitn B paszmen «YcCTpoicTBa» W J00aBbTE HOBOE MOOMIIBLHOE
YCTPOMCTBO BPYUHYIO WK aBToMatuuecku (uepe3 QR-kox mnu API);
2) 3amath HEOOXOMUMYIO KOH(PHUTYpamuio IS KaXaoro g00aBIISIeMOTo

MOOHUIIBHOTO YCTpPOICTBA.
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1.3.5. CuHxpoHuU3aMs 1 NpoBepKa

JUis CHUHXpPOHH3AallMM M TMPOBEPKH HEOOXOJUMO BBINOJIHUTH CIEAYIOIINE
JICUCTBUS:

1) BBINONHUTH MPOBEPKY NPABUIBLHOCTU pabOThl KOHPUTypalluu HA OJHOM
WM HECKOJIBKUX TECTOBBIX MOOMJIBHBIX YCTPONUCTBAX;

2) mpoaHAIU3UPOBATH 3aMHMCH M OTYETHl, noctynuBmme B CVY, yToObI

yOeAUTHCSA B OTCYTCTBUU OIIIHOOK.
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2. BKJAJIKH CY

2.1. Bkuaaagka «I'paduueckue npeacrabjieHUsD

Jlns Bxonma Bo BKJIaaKy «I'paduueckue MpencTaBiIeHHs», HEOOXOIUMO
Ha)XaTh HA KHOIKY «&%) PACIIOJIIOKEHHYIO CJIEBa OT BKJIAAKHU «Y CTPOICTBAy.

Buemnuit Bun Brmagku «['paduueckue mpencraBieHHsD NPEACTaBICH Ha

pucyske 2.1.

YeTponcTBa MpUNOKEHWUR Kondwmrypauvn Pannk HacTpoikn~ Dy HKLMA ~

PervcTtpauus ycTponcTe lNocnegHue 12 mecsues

JapervcTprposaHo: 2 04
MNocneaxuwe 30 aHen: 0.2

CocTosiHWe ycTponcTBa

Pucynok 2.1 - Buemnuit Buj Bkiaaku «I'paduueckue npeactaBaeHus»

Bxnagka «I'paduueckoe mpeAcTaBIE€HUE» - OIUH U3 HUHCTPYMEHTOB
Buzyanu3aiuu B CY, MpeaoCTaBISIONINN BO3MOKHOCTh HAOMIOIaTh 32 CTaTyCOM
MOOWMJIBHBIX YCTPOWCTB B BHJI€ MHTEPAKTUBHBIX IuarpamMm u rpadukos. JlanHas
BKJIaJIKa J1a€T TOJIb30BATENISIM MMOHMMAHUE OOIIETr0 COCTOSIHUS MapKa MOOMIIBHBIX
YCTPOWCTB U MO3BOJIIET MOMEHTAIBHO BBISIBUTH MOTECHIIHMAIBHBIC MPOOJIEMBI N

OTKJIOHCHMUS.
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I'paduku, pacnonokeHHble Ha Bkiaake «['paduyeckoe mpeacTaBieHUE,
IOMOT'al0T MIHOBEHHO OLIEHWUTh TEHJECHIMHM M AUHAMUKY MOBEIEHUS MOOMIBHBIX
YCTPOMCTB, TAaKUX KAaK AKTUBHOCTh MOJb30BaTENEH, IMOTPEOJEHUE PECYpPCOB,
HaJIMYue OOHOBJICHUI U NTPOYME MTOKA3aTEIH.

I'maBHBIM Ha3HaueHueM BKIAAKU «I'paduueckoe mpeacTaBieHUuE) SBIAETCA
CIOCOOHOCTh ~ HAIMIAHO  JIEMOHCTPHUPOBATH  CIIOXKHYIO  aQHAIUTUYECKYIO
uHpOpMallMIO, TMpeBpallas CyXuUe UHCIOBBIE JlaHHbIE B SICHble Tpaduku U
JMarpaMMbl.

Bxmanka «I'paduueckoe mpencTaBieHHe» IMOJIE3HA B CHUTYyalMsIX, KOTJa
HE00XO0IUMO:

- OUEHUTH AP (PEKTUBHOCTH BHEAPSIEMBIX KOH(DUTYypALIHIA;

- y3HaTh NPOILIEHT 0XBaTa OOHOBJIEHUN Cpeli MOOUIIBHBIX YCTPOMCTB;

- BBISIBUTh MOOMJIbHBIE YCTPOMCTBA C IpoOiieMaMu 3apsAHBIX IIUKIOB WU
HU3KOT'0 YPOBHS 3aps/a;

- TOHSTh, KAKME MOJEIN MOOWIIBHBIX YCTPONCTB HYXAAIOTCSI B OCOOCHHOM
BHUMaHUHU.

2.2. Brkiaagka «YCTpouCTBa»

Brenrnuii Bua BKIIaIKU «Y CTPOMCTBAY MPEICTABIEH HA PUCYHKE 2.2.

[lononHuTensHbie napameTpsl ¥

Mowck BbiCTpbiA NOKCK NO UAEHTUGMKATOPY A [oGasuts

Craryc OunaitH WaenTtndukarop Craryc paspeweHnnn Craryc ycraHoBkn Craryc hainos Kondurypaums Oewncrenn

® 04/06/25 15:54 oko-12 @ ® @ nAem MCTE ) xon MQ 7 28

=1

® 04/06/25 15:55  oko-14 @ © ® Y #CTBO (1 MQTT) ;s =

=

Pucynok 2.2 - BHelHuil BUJ BKIaAKUA «Y CTPOMCTBa»

Bxianka «YcTpolicTBa» SBISETCS OCHOBHOM BKJIAJKOM, C KOTOpPOH
HaynHaeTcs padota c CVY.
Bxianka «YcrporcTBay - Kio4eBor KOMIIOHEHT CVY, npeiHa3HAYEHHBIN [T

MOHUTOPHHIAa W YIPABJICHUA BCCMHU 3apCTUCTPUPOBAHHBIMHU MOOMILHBIMU
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ycTpoiictBamu. JlaHHAs BKJIa/IKa MO3BOJISIET MOIYYaTh MOAPOOHYIO HH(POPMAIUIO O
MOJKIIOYEHHBIX YCTPONCTBAX, M3MEHATh MX KOHQUTYpALMI0O U OCYUIECTBISATH
pa3iIuyHbIe aAMUHUCTPATUBHBIC ACHCTBHUSL.

['maBHBIM Ha3HAYEHUEM BKJIAJKU «YCTPONCTBa» SBISIETCS MpPEOCTaBICHUE
MOJIHOM KapTUHBI TEKYIIETO COCTOSIHUS MOOMIIBHBIX YCTPOMCTB, CBs3aHHbIX ¢ CVY.
Yepes Hee aAMUHUCTPATOP MOTYHYAET BO3MOKHOCTh IPOCMATPUBATH CTATUCTUKY MO
MOOWMJIBHBIM YCTPOWMCTBAM, WHHUIIMUPOBATh M3MEHEHHsS U OIEPATUBHO pEIIaTh
BO3ZHHKIIINE MPOOJIEMBI.

[Tocne Bxona B CY u nepexoja Ha BKIAAKY «YCTPOHCTBa», MOJIb30BATENb
BUJUT TaOJMIly, COAECPIKAIILYIO [IEPEUEHb BCEX aKTUBHBIX MOOWJIBHBIX yCTPOWCTB.
Tabnuna cTpyKTypupoBaHa TaKUM 00pa3oM, YTOOBI 00ECTIEUUTh OBICTPHIN JTOCTYII
KO BCEM HEOOXOJAUMBIM JIaHHBIM:

- CTaTyC YCTpOICTBa - IOKa3blBa€T TEKYLIEE COCTOSIHUE MOOMIBHOIO
ycTpoiicTBa (oHnaitH/odnaiin);

- Korja ObUIO OHJIAiH - BpeMsl IIOCIEIHEr0 KOHTAaKTa MOOMIJIBHOTO
YCTPOMCTBA C CEPBEPOM;

- HJIEHTU(PHUKATOP - YHUKAIBbHBINA UICHTH(PUKATOP MOOUIBHOTO YCTPOUCTBA;

- IMEI - mexxayHapoaHbiii uaeHTU(GUKaATOp MOOMIBEHOTO 000PY/I0BaHNS;

- Homep TenedoHa - HOMep TeleoHa MOOWIBLHOTO YCTpoucTBa (eciu
uMeeTcs);

- MOJENb - MOZEJIb MOOMJIBHOTO YCTPOWCTBA;

- Bepcus areHTa - TeKymas Bepcus areHta CVY, ycTaHOBJIEHHas Ha
MOOHIIBHOM yCTPOMCTBE;

- 3apsn 6aTapeu - YpOBEHb 3apsijia akKKyMYJISITOPHOU OaTtapen MOOUIBLHOTO
YCTPOMCTBA;

- pexum MDM - na/Her;

- TpyImma - Tpynna, K KOTopoil NpUHAJIEKUT MOOUIBHOE YCTPOUCTBO;
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- KoH(urypamuss - TpPUMEHEHHas K  MOOWJIBHOMY  yCTPOMCTBY
KOH(UTYypaIus.

Tabnuma noaaepxuBaeT GUIBTPHI U COPTUPOBKY, UYTO MO3BOJISIET ObICTpee
HaXOJIUTh HYXHbI€ MOOWJIbHBIE YCTPOMCTBAa M aHaIU3UPOBATh UX cocTosHue. K
pUMEPY, MOKHO OTCOPTHPOBATH YCTPOMCTBA MO YPOBHIO 3apsjia ObaTapeu, CTaTycy
MOJIKJIFOUEHUS HITA THITY MOJICIH.

2.2.1. [leficTBUSI ¢ MOOMJILHBIMU YCTPOMCTBAMH

Yepes wuHTepdeiic BKIAAKH «YCTPOHCTBA» aIMUHUCTPATOP MOMKET
BBIIIOJIHATD CIEAYIOIINE ONEPaIUN:

- W3MEHSTh KOH(UTYpaIMIO Ha BBIOPAHHOM MOOMIJIBHOM YCTPONCTBE;

- yJIansatb MoOWJIbHOE ycTpoicTBO U3 CY;

- MOJIy4aThb JIETAIbHYI0 HH(OpPMALMIO O KOHKPETHOM MOOUJIBHOM
YCTpPOMCTBE, BKJIIOUAsl €r0 CTaTyC U KypHabl;

- OCYLIECTBJISITH COpOC (BO3BpAT) MOOWIBLHOIO YCTPOMCTBAa K 3aBOJICKUM
HAaCTPOWKaM;

- OJIOKMpOBaTh MOOMJILHOE YCTPONCTBA HA BPEMS JIJIsl 3AIlIUTHI JAHHBIX.

2.2.2. JlobaBneHne MOOUIIBHOTO YCTPOMCTBA

Jlns noGaBienuss MoomibHOTO yctporictBa B CY HE0O0XO0JUMO BBITIOJIHUTH
CHEAYIOMINI TTOPSAIOK ICUCTBUM:

1) Boiitu B CY u nepeiTu BO BKIAAKY «Y CTPOMCTBAY;

2) BbIOpaTh METOJ 100aBICHUS MOOMIIBHOTO YCTPOMCTBA:

- pyudHoe jaoOaBieHue - JoOaBiIeHHME MOOMIBHOTO ycrpoiictBa B CY
BPYUYHYIO uepe3 BeO-uHTepdeiic;
- aBrojgo0aBieHue - pJo0aBiieHHEe MOOWIBbHOro Yycrpoiictea B CVY

ABTOMATHUYCCKH ITOCJIC YCTAHOBKHU CIICIHAJIBHOTO aIrCcHTa U CKAHUPOBAHUW A QR—KOI[a.

W3m.| Jlucr | No mokym. Iloan. | Jara




18
RU.BPYA.00065-01 90 01

2.2.2.1 Pyunoe nobaBieHue

st pyuHoro poGaBieHusi MOOUIBHOTO ycTpoiictBa B CY HE00X0aumo
BBITTOJTHUTD CIEAYIOIUN MTOPSAIOK JEHCTBUM:

1) Boiitu B CY ¢ npaBaMu aJIMUHUCTPATOPA;

2) TMepeuTH BO BKIAJKY «Y CTPOHCTBay U HAXKATh KHOIKY «/[00aBUTHY;

3) 3amoJHUTH CIEAYIOLIUE MOJIS:

- «Wnentudukatop» - yKazaTb  YHUKQIbHBIA  HMJIEHTU(PHUKATOP
MoOuIBbHOTO ycTpoiicTBa (Hampumep, IMEI nnu cepuitnbiii Homep).

- «Onmcanue» -  yKazarb  KOPOTKOE  omucaHue  (Hampumep,
MPUHAIICKHOCTH OTJIENIA UITH TI0JIb30BATEI).

- «Koupurypauus» - BbIOpaTh KOHPUTypaLMIO U3 CIIKCKA.

4) HaxaTb KHONKY «COXpaHUTDHY;

5) HacTpouTh MOOWJIBHOE YCTPOMCTBO Ui 3TOr0: HAa MOOWIBHOM
YCTPOMCTBE, OTKPBITh NpHIIOoKeHUE areHta CY, B JUalOroBOM OKHE HACTPOMKH
arenta CY BBecTu BpyuHyto azapec cepepa CY ¢ moptoM (ipu HE0OXOJUMOCTH,
ecIiM NopT oTiauvaercs oT craHgapTHbix 80/443) u maeHTudukaTop MOOUIBHOTO
YCTPOMCTBA, KOTOPHIA OBUT yKa3aH MpPHU CO3JaHUM MOOWJIBHOTO YCTPONCTBa B
BeO-unTepdetice CVY;

6) COXpaHUTh HACTPOUKH.

[locne ycmemHOro CcoXpaHEHUs HACTPOMKA MOOUIIBHOE YCTPOMCTBO
oToOpa3uTcst B Ta0IUIle MOOMIIBLHBIX YCTPOHCTB B BeO-unTepdeiice CVY.

2.2.2.2 AsBtomo0OaBieHUE

st aBTOomoOaBiieHuss MOOWIBHOTO ycTpodctBa B CY  HE00X0auMo
BBITIOJIHUTH CICIYIOIINHN MOPSAIO0K ICHCTBUM:

1) Ha Briamke «YCTpoiCTBay HaXaTh KHOMKY «J[00aBUTHY;

2) oTKpoercs dhopma n00aBICHUS MOOHJILHOTO YCTpOMCTBA,

MpEICTaBJICHHAs! HA PUCYHKE 2.3;
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UpeHTudmkatop DevicelD-1

Onucanne Onucanue ycTpoiicTea

Mpynnbl 1rpynn ~
KoHdumrypauus Ynpaenaemoe yCTporncTeo (npotokon HTTP) v
IMEI
Homep TenedoHa

CoxpaHuts OTmeHa

Pucynok 2.3 - ®opma no6aBieHns MOOMIIBHOTO YCTPOHCTBA

3) 3anoJHUTH CIAEAYIOUUE 00s3aTeIIbHBIC MOJIS:
- «Wnentudukatop» - yKazaTb  YHUKQIbHBIA  HMJIEHTU(PHUKATOP
MoOMIIbHOTO ycTpoicTBa (Hanpumep, IMEI unu cepuiinbiii Homep);
- «Onucanue» - yKazaTb KOPOTKOE  omnucaHue  (Hampumep,
MPUHAICKHOCTH OTJIENIA UITK TI0JIb30BATENS );
- «Koupurypauus» - BbIOpaTh KOHPUTypaLMIO U3 CIIKCKA.
4) 3amoJIHUTH CIEAYIOIINE JOMOJIHUTENbHbIE TOJIS:
- «Homep Ttenedona» - ykazarb HOMep TelepoHa MOOMIBHOTO
YCTPOWCTBA;
- «Anpec 3IEKTPOHHOU MOYTHD) - YKa3aTh aJpec JJIEKTPOHHOU IMOYTHI
M0JIB30BATENSI MOOMJIBHOTO YCTPOICTBA.
5) nHaxaTth KHONIKY «COXpaHUTHY;
6) B KapTOukKe MOOHWJIBLHOIO yCTpOWCTBa mepeitu B pazgen «QR-xom» u
CreHepUpoBaTh crenuanbHbii QR-ko A1t peructpanu MOOMIBLHOTO YCTPOMCTBRA.
JIyist BTOrO HaXKaTh HAa KHOIKY «E£» B CTPOKE MOOMILHOIO YCTPOHCTBA B TaOIMIIE

YCTPOMCTB Ha BKJIaJIKe «Y CTpoicTBay (PUCYHOK 2.4);
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[ononHUTENEHEE NAPAMETRE W

Mowcx BLICTPOIA NOWCK NO MAEHTHDHKATORY il HE ¥ OoBasute

Crarye  OHRaiH WaeHTHHKATOP CTaTyc paspeweHii CTaTyc yCTAHOBKH Craryc (ainos HoHdpHrypauma

® 04/06/25 15:54 oko-12 L @ ]

® 04/06/25 15:55 oko-14 L ® L

Pucynok 2.4 - I'enepauns QR-kona

7) Ha MOOUJIBHOM YCTPOMCTBE, HA KOTOPOM IPEIACTOUT 3aIyCTUTh areHTa
CVY, orckanupoBath co3aaHHbiil QR-kox;

8) mocne ycnemHoro ckaHupoBaHusi QR-koma MOOMIBHOE YCTPONCTBO
aBTOMaTH4ecku 3apeructpupyercs B CY.

2.2.2.3 Peructpanus, 0e3 co3ganus MOOUILHOTO YCTPONCTBA HAa MaHEIN

Taxoke JOMOTHUTENBHO JOCTYIIHA perucTpaius, 6e3 co3gaHuss MOOUIHLHOTO
YCTPOMCTBA HA MAHEIH JJIs TOTO HEOOXOIMMO BBIMIOJHUTH CIECAYIOMIUNA MOPSIIOK
JICUCTBUI:

1) BoiiTu B BeO-untTepdeiic CY ¢ mpaBaMu aMUHUCTPATOPA;

2) HACTpPOUTh ABTOMATUYECKOE J00aBICHUS MOOWJIBHBIX YCTPOMCTB:
nepeitu B pazaen «Hactpoitku»y — «OOI1Iue U SI3bIKOBbIE HACTPOUKNY ; BKIIOUUTD
daar «/{06aBisITH YyCTPOHCTBO MPHU MEPBOM OOpAIICHUN»; BBIOPATh MOIXOISAIINE
3HaueHus1 s nojied «Kondurypamuss HoBoro yctpoiictBa» u «['pymnma HOBOTo
YCTPOMCTBAY;

3) coxpaHUTh U3MEHEHUS;

4) HacTpoUTb MOOWJIBHOE YCTPOMCTBO: HA MOOMIILHOM YCTPOMCTBE, KOTOPOE
panee Obuto nobGasieHo B CVY ¢ akTyaldbHBIM ajpecoM, OTKpbITh areHT CY u Ha
paboueM cTolie, HaXkaTh KHOIIKY «3allPOCUTh HACTPOUKHU C CEPBEPA;

5) mpoBepuTh  CTAaTyC  MOOWJBHOTO  YCTPOMCTBA:  BEPHYThCS B
BeO-unTepdeiic CY u mpoBEepUTh CIHUCOK MOOUIIBHBIX YCTPOMCTB; MOOMIBHOE
YCTPOMCTBO JOJKHO OTOOpa3uTCi B MEpEeYHEe C MPaBHIBHOM KOH(UTypaluen u

TPYIIION.
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2.3. Bxkuaagka «IIpuiaoxenus»

Buemnuit Buja Bknagku «IIpuinoskeHus» OpeacTaBieH Ha pUCYHKE 2.5.

Kericpmiypaausm

Mosasams CHEToMNBIE

OKO MDY

QKO MO Neagrsp

3]
W W E
“

mdm smuisuncherrastartar Pousoiiee ofkeanssis OKO MOM 108 hetps iglabm tachiias/l suncherRestarter 1 05 spk o

Pucynok 2.5 - Buemnunii Buj Bxkiaaku «IIpunoxxeHus»

Brxiranka «IIpunoxxeHus» npeaHazHadyeHa sl YOPaBICHUS MTPUIIOKEHUSIMH,
YCTaHOBJICHHBIMU Ha MOOMJIBHBIX YCTPOUCTBAX, MOAKIIOYEHHBIX K CVY.

Bxnanka «[IpumoxeHus 1mo3BOIISIET:

- YOPaBIATH CIIUCKOM MPUJIOKEHUN, TOCTYIIHBIX COTPYAHUKAM;

- KOHTPOJIUPOBATH PACIIPOCTPAHEHNE HOBBIX BEPCUM NIPUIIOKEHUN;

- (opmMupoBaTh WHIWBUAYyaJIbHbIC HAOOPHI MPUIOKEHUU ISl Pa3TMUYHBIX
pOJIEN M MOIPA3ICIICHUM.

[Tocne Bxoma B CVY m nepexona Ha BKIaaKy «lIpuimoxenus», mojb30BaTeib
BUJIUT TaOJUIly CO CIHMCKOM BCeX MNpuiiokeHHi, m3BecTHbIXx CY, comepkariyio
CJIEAYIOLINE JaHHbIE:

- Ha3BaHUE MPUIJIOKEHUS - TIOJTHOEC HAMMEHOBAHUE MIPUIIOKEHNUS;

- WUJEHTU(UKATOp TPUIOKEHUS - YHUKAJIbHBIM UACHTU(PUKATOP TMaKeTa
(Package ID);

- BepcHs - TeKyllasi BEpCUs MPUIOKECHUS;

- URL - ccblika Ha pacriosioKeHUe NpUI0KEeHUS;

- SIPJIBIK - TOKa3aTesib OTOOpakKeHUs SIpJiblKa MPUIIOKEHUS HA MOOUILHOM
YCTPOMCTBE;

- JEUCTBUSA - TOCTYIIHBIE IEUCTBUS C MIAKETOM IIPUIIOKEHUS.

B mnmanemn «/lencTBus IOOCTYNHBI CHEAYIOLIIME JEUCTBUA C TNAKETaMHU
MIPUJIOKECHUM:

- YIIPaBJICHUE BEPCHUEH;
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- BBIOOp KOH(pUTYyparuil 1715 maKeTa NpUiIoKeHHUs;

- peIaKkTUpOBaHUE MAKETa MPUIOKEHUS;

- yJaJICHHE.

2.3.1. lo6aBaeHrnE HOBOTO MPUIIOKEHUS

JloOaBiieHHEe HOBOTO MPHIJIOKEHUSI OCYIIECTBISIETCS myTeM 3arpy3ku APK-
daitna npunoxkenus ¢ Beo-untepdeiica CY.

CY npoaHanu3upyeT NMakeT U aBTOMATUYECKH 3alOJHUT OOJIBIIYIO0 4YacTb
HeoOxomumon wuHpopManuu (pucyHok 2.6). Ilocie dWero MOXXHO HACTPOUTH
KaTeropuio, OIMUCAaHWE M Ha3HAYUTh MOOWJIBHBIX YCTPOHCTB WM TPYMILY
MOOUJIBHBIX YCTPOWCTB, Ha KOTOpble OyAET NPUMEHSTHCS BHOBb 3arpy’KEHHOE

IIPAJIOKEHHUE.
Twn PHNOMEHHE v
ID naketa
HassaWwe NpuNoxeHnA
Bepcua
HaTueHeIW KOO HeT (yHuBepcansHbin APK v
CucremHoe
3anyck nocne yCTaHOBKW 3anyck npu sarpyske

URL

@ann BuiGepute hain | @ann He suibpan
MNokasate ApNbIK

CoxpaHutb OTmena

Pucynok 2.6 - npopmaiusi 0 BHOBb 3arpy>K€HHOM MPUIOKEHUU

2.3.2. OOHOBIIEHUE MTPUIIOKEHUI

B CVY B03MOXHO MaccoBoe OOHOBJICHHE TPHIOKECHHN JUISI TPYIIIBI
MOOUJIBHBIX YCTPONCTB.

HoBpiii penn3 TpUIIOKEHUS yCTaHABIMBAETCS aBTOMATHUECKH TIPHU

BKIIFOUCHUH COOTBCTCTBYIOH_ICI\/JI OIIIMH.
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2.3.3. Y nanexnue npuioKeHui

VY aaneHue NpuioKEHU BBIIOJIHSAETCS LEHTPAIN30BAaHHO, HE3aBHCHMO OT
MOOUJIBHOTO YCTPOMCTBA COTPYAHUKA.

[lonnepxuBaroTcss  MaccoBble  ONEpalUu  JJIsi  SKOHOMHHM  BPEMEHHU
aJIMAHUCTPATOPA.

2.3.4. Haznauenue koHpUrypanuu

Kaxnoe npuiiokeHne MOXeT ObIThb Ha3HAYEHO HAa OJHY WM HECKOJIBKO
KOH(QUTypaluii, 4TO TO3BOJIsIET TMOKO HAcTpamBaTh pabouyue CTOJBl U CIHUCKHU
IPUIIOKEHUH JIS1 pa3HBIX TPYII COTPYIHUKOB.

2.4. Bkuagka «Kondurypanum»

Buemnnii Bua Bkinaaku «KoHpurypauum» npeactaBieH Ha pUCYHKe 2.7.

Mowuck NoGasute

HasBanue Onucanue OewcTaun

Ynpasnsaemoe yCTponcTeo AreHt OKO MDM oTo6paxaeT MKOHKM TONBKO PaspelleHHbIX aaMUHUCTPATOPOM NPUNoXeHnA. [INA yNpasneHns paspeleHHbiMI NPUNOKEHNAMA

s @ W B
(npoTokon HTTP) ucnonsayitre sknaaxy Mpunokenws. Wcnonsayetcs: npotokon HTTPHTTPS u 80/443 nopTsi N0 yMonMaHuio

Ynpasnsemoe yCTPONCTBO AreHt OKO MDM oTobpaxaeT UKOHKW TONBKO paspelleHHbIX aAMUHUCTPATOPOM NPUNOXeHUA. [INA ynpasneHns paspelueHHbIMU NPUNOXEHUAMA 7 B
(npotokon MQTT) vcnonb3yitTe Bxnaaky Mpunoxexus. Ucnonbayetcs npotokon MQTT u 31000 ROpT N0 yMOMMaHMio

DOHOBLIM PEXMM 3anycKa OKO MDM pa6oraert B dome, He OrpaHumBas BOIMOXHOCTH nonb3osaTens. Ucnonbsyetca npotokon MQTT 1 31000 nopr o yMonuaruio s B O

Pucynox 2.7 - Buemnuii Buj Briagku «Kondurypamum»

Bxnanka «Kougurypanumn» coaepKUT CIHCOK 3apaHee ONpeesIeHHbIX
KoH(purypauuii ansg  MoOuIbHBIX  ycTpoicTB. KoH(urypauum BO3MOXKHO
NEPEeKIIIoUaTh B HACTPOMKaX MOOWIIBHBIX YCTPOMCTB IEHTPAIM30BAaHHO, YTO
MO3BOJIIET MEHATh OPOPMIIEHHE, CIMCOK JOCTYMHBIX MPUIIOKEHUN U HACTPOUKHU
JUTSL TPy MOOMIIBHBIX YCTPOMCTB OJHUM JCHCTBHEM.

2.4.1. KonupoBaHue KOHPUTYpaIuu

C mwmenpt0 ynoOCTBa TIOJIB30BAaHUST HE PEKOMEHIYETCS  CO3/1aBaTh
KOHQUTYpaIMio C HyJs, BMECTO 3TOTO JydYlle [ejaTh KOMHIO CYIIECTBYIOIIEH
KOH(UTYypalKu U B KOMUIO0 BHOCUTh HEOOXOIMMbIE N3MEHEHUS.

Jl7is KOmMpOBaHUS CYIIECTBYIONIEH KOHPUTYypaluu HEO0OXOJUMO HaKaTb

KHOIIKY «Wiy B cTpOKe ¢ KOMUPYEeMO KOH(UTyparuei.
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Jlanee 3amath HOBOE Ha3BaHWE KOH(MDUTYpAlUK W ONMHUCAHKE (OMIIMOHAIBHO),
HOCJIE YEro MPECTYNUTh K U3MEHEHUIO HACTPOEK HOBOM KOH(PUTYPALIUH.

2.4.2. lo6GaBieHne U U3MEHEHUE KOHPUTYpaLIUn

IIpn HEoOXOaMMOCTH C€O37aTh KOH(MUIypanuio ¢ HyJs, CIEIyeT HaXaTb
KHOIIKY «/[00aBUTB», COrNIaCUTHCS C NPEAYNPEKIECHUEM U NEPEUTH K 3aTIOJTHEHUIO
M0JICH HOBOM KOH(UTYpAIIUH.

JI11st I3MEHEHNS HAXKaTh KHOMKY «¢ ».

2.4.3. Paznen «O6mume HacTpoiikn» BkIaaku «Konpuryparmmy

Buemnuit Bun pasnena «OOume HacTpoiikm» Bkmagku «Konduryparmum»

MPEACTABIICH HA pUCYHKeE 2.8.

Kossargan | YNPABNASMOE YCTPORCTEO (npoToxon HTTP)

FIDEARENNE T TEM BN

ENOINPOEE MEasorTe

TG A3LISITL APUASNEMN RELAE
rrsangn e

Pucynox 2.8 - Buenmnuit Buj pazaena «O01mme HaCTPOMKNY
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Paznen «O01ue HaCTPOMKWY COEPIKUT CIIEIYIONINE HACTPONKH MOOUITHHOTO
YCTpPOWCTBA:

- «Ha3Banue» - Ha3BaHue KOH(DUTYpaITHH;

- «Ornucanuey - onrMcanue KOHPUrypamu;

- «[laponb pa3z0IOKUPOBKI» - MAPOJIb, UCIOJIB3YEMbIN I Pa30JIOKUPOBKH
areHTa (11 BI30Ba aIMUHUCTPATUBHOTO MEHIO);

- «OTcaexxruBaHUE MECTOMOIOKEHUS - TTO3BOJISIET AaKTUBUPOBATH (QYHKIIUIO
OTCIICKUBAHUS TIOJIO)KCHUSI MOOWJIBHOTO yCTPOWCTBA, TMPHU BO3MOKHOCTH
KOOpAMHATHI OyAyT mepeaaBaThes mo npotokony CVY;

- «Pa3zpemienue ns apyrux NOpUIIOKEHHM» - JIEUCTBUS TIPH  3ampoce
pa3pelIeHNn T IPYTUX MPUIIO0KEHUM;

- «Push-yBenominenus» - mo3BoisieT BEIOPATh TPAHCHOPTHBIN MPOTOKOJI IS
nepeaayu  yrpaBISiONmx coobmenuit, ucnonb3dyercs HTTP(s) mub6o MQTT

(31000 mopT NoO yMOIYaHHUIO);

«GPS» - pexum padotsl GPS (BKITI0UEH/BBIKITIOUEH/TI000H);

«Bluetooth» - pexxum padotsl Bluetooth (BkiroueH/BbIKITIOUEH/TH000i);

«Wi1-Fi» - pexxum pabotel Wi-F1 (BKIIFOUEH/BBIKIIOYEH/TF000M);

«MoOuIbHBIC TaHHBIEY - PEXKUM PAOOTHl MOOMIIBHBIX TAHHBIX MOOUIIEHOTO
YCTpOMCTBA (BKJIFOUEH/BBIKIIOYEH/TH0001);

- «YmnpaBieHHe SIPKOCTbIO» - TO3BOJIET YCTAHOBUTH SIPKOCTh IKPAHA;

- (uar «YnpaBneHue TaiiMayToM 3KpaHa) - MO3BOJISET YCTAHOBUTH TaliMayT
JKpaHa;

- (nar «bIOKMPOBKAa I'POMKOCTH) - MO3BOJSIET OJOKMpPOBAaTh YIpaBJICHHE
T'POMKOCTBIO;

- (nar «YmnpaBieHHE TPOMKOCTBIO» - TMO3BOJIAET YINPABIATh YPOBHEM
I'POMKOCTH MPUHYAUTEIHHO;

- «Y1paBisITh BPEMEHHOM 30HON» - IIO3BOJISICT YCTAaHOBUTH BPEMEHHYIO

30HY;
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- «OOHOBNEHHE CUCTEMBI» - IMO3BOJISIET YCTAaHOBUTH PEKUM OOHOBIICHUS
CUCTEMBI;

- (nmar «OOHOBIEHHE TMPWIOKEHUA IO PACHUCAHUIO» - TIO3BOJIAET
YCTaHOBUTH PEKUM OOHOBIICHHUS MPUIIOKEHUH;

- «3arpy3ka KOHTEHTa» - TO3BOJISIET YCTAHOBUTH CIIOCO0 3arpy3KH KOHTEHTA
(Wi-Fi/moOunbHBIC ceTH);

- «TpeboBaHusi K TapoOJIO» - TMO3BOJIAET YCTAHOBUTH TpPeOOBaHUA K
CJI0KHOCTH MapoJisi MOOUIIBHOTO YCTPOICTBA;

- ¢mar «Hactpoitku Wi-Fi mpu ommOke» - MOAKITIOYEHUS TO3BOJISET
aKTUBHPOBaATh PyHKIMIO HacTporiku Wi-Fi npu ommOke moakiItoueHus;

- (uar «@OHOBBIN PEXKUM» - MTO3BOJSET HE 3aMEHITh CUCTEMHBIN JayHUeEp,
a 3amyckaTh TOJIbKO (hoHOBBIE CiiykOb1 MDM (He pexomeHAyeTcss B pexume
KHOCKA);

- (uar «3anpeTUTh CKPUHIIOTHD» - 3aMpeIlaeT (yHKIHMIO CO3/1aHUs CHUMKOB
HKpaHa MOJIb30BaTEIEM;

- (unar «Iloka3pIBaTh MPUIOKEHUS MTOCIIE ABTO3AIMYCKAY.

2.4.4. Paznen «Hactpoiiku auzaiina» Bkiajaku « Konduryparmm»

Buemmuii Bun pasgena «Hacrpoiiku nuzaitna» Bkianku «KoHdurypammm»

MPEJICTABJIEH HA pUCYHKE 2.9.

= "YNpaBnaeMoe ycTponcTeo (npotokon HTTP)"

Pucynok 2.9 - Buemnuii Bua pazaena «Hactpoliku nu3ariHay
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Paznen «HacTtpoiiku qu3aiiHa» COIEPKUT CIAEAYIOLIUE dJIEMEHTHI:

1) ¢nar «cnonp30BatTh 1U3aiH 0 YMOIYAHUIO» - aKTUBEH 10 YMOJIYAHUIO,
MO3BOJISIET AKTUBHUPOBATh OONIMI JM3ailH MO YMOJYaHUIO [UIsl  JIaHHOM
KOHQUrypauuu;, JAu3ailH 1O YMOJYAHUIO HAcTpauBaeTcs BO  BKJIAJKE
«HacTtporkm» — «/IA3aiiH 1o yMOJI4aHUIO»;

2) «llBer ¢onHa» - mpu HaXKaTHM OTOOPaKAET BUIKET, MO3BOJISIOMINN
BbIOpaTh LBET (JOHA pabOYETo CTOJIa HA MOOMIIBHOM YCTPOICTBE, C yCTAHOBJIEHHBIM
¥ HACTPOCHHBIM Ha MCIOJIb30BaHNE JaHHOH KOHUrypauuu arentom CVY;

3) «llBer Ha3BaHWU NPUIIOKEHHI» - TPH HAKATUM OTOOPAKAET BUIKET,
NO3BOJIAIOIIMN BBIOpATh LIBET TEKCTa ApJBIKOB Ha paboueM cTosie MOOUIIBHOTO
YCTPOMCTBA, C YCTAHOBJIEHHBIM M HACTPOCHHBIM Ha HCIOJIb30BAaHUE JIAHHOU
koH(purypamuu areatom CY;

4) Bemmanatomuii  cnucok  «MMs  paHee  3arpyeHHOro  ()OHOBOTO
U300pKEHUS» - OTOOpa)XaeT CHHMCOK (aillioB, AOCTYNHBIX MJi1 YCTaHOBKHU
(3arpyxeHHbIX paHee B CY), B kauecTBe (POHOBOTO M300pa)K€HUSI HA MOOMIIBHBIX
YCTpOWCTBax noA ynpasiieHueM CVY;

5) none «URL ¢QoHOBOro wn300paxeHuss» € KHONKOM «3arpy3uTb» -
MO3BOJIAET 3arpy3uTh HOBOE M300paxkenue B CY, 11 BO3MOXKHOCTH YCTaHOBKH €T0
Kak 000u paboydero crosia MOOMIIBHOTO YCTpoicTBa noj ynpasienuem CY;

6) BbImagaroMii cnucok «Pa3mep MKOHOK» - MO3BOJISET BHIOpATh pazMep
HMKOHOK paboyero croja MOOMIBHOTO YCTPOUCTBA Mo yrpaBiienruem CVY;

7) «3aroyioBOK paboyero CToya» - MO3BOJISET BRIOPATh 3aroJIOBOK paboyero
cTojla  MOOWJBHOTO  ycTpoiictBa moj  ympaienuem CY.  JlocTymHbl
Mpe1yCTaHOBJICHHbIE BAPUAHTHI:

a) «nentudukarop yCTpoMCTBa» - WACHTHPUKATOP MOOUIBLHOTO
YCTPOMCTBA, KAK 3ar0JIOBOK;

0) «Onucanuey - onucaHue MOOMIIBHOTO YCTPOMCTBA, KaK 3aroJIOBOK;
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B) «lllabmon» - MO3BOJISAET UCIIOIB30BATh CIIELIUATIbHBIE KIIFOUEBHIE CIIOBA,
U1 OTOOpa)KEHUS 3ar0JIOBKOB, JIMOO MPOM3BOJILHYIO TEKCTOBYIO METKY ISl BCei
KOH(UTYpaIu:

«Noney - 0e3 3aroJIOBKa,

«deviceld» - uaeHTH()HKATOP MOOUIILHOTO YCTPOIMCTBA, KaK 3ar0JIOBOK;

«description» - onucaHne MOOMIIBHOTO YCTPONCTBA, KaK 3aroJI0BOK;

«custom1» - 3a1aHHBII 1A0JI0H IS JAHHOTO MOOUJIBHOTO YCTPOMCTBA,
M0JI30BAaTEICKOTO I10JIA 1;

- «custom2y - 3aJaHHbIN [AOJIOH 1JIs1 JAHHOTO MOOMJIBHOTO yCTPOMCTBA,
M0JIb30BATENBCKOTO MOJIA 2;

- «custom3» - 3alaHHbII A0JIOH ISl JAHHOTO MOOMJIEHOTO YCTPOMCTBA,
N0JIb30BATENBCKOTO MOJIA 3;

- «imei» - 0TOOpa3uTh imei, KaK 3arojoBOK;

- «serialNumber» - cepuiiHblii HOMEpP MOOMIIBHOTO YCTPOWCTBA, Kak
3aroJIoBOK;

- «externallp» - BHEIIHUH 1p KaK 3arojOBOK yCTPOMCTBa (WM 1ILTI034),
KaK 3aroJIOBOK.

8) «OpueHTanus» - OpUeHTAIUs SKpaHa MOOMIILHOTO yCTPOKNCTBA.

9) dunar «OTobpaxkats BpeMs U CTaTyc OaTapen» - MO3BOJISET 0TOOpaxaTh
BpEMs U YPOBEHb 3apsijia aKKyMYJISITOPHOUM OaTtapen B 3arojiioBke pabodero crosia
arenTa CY.

2.4.5. Paznen «lIpunoxenus» Bknaaku « Konpuryparmm»

Buemnnit  Bup pazgena  «llpunoxenus» Bkmanku «KoHdurypamum

MpeJICTaBIEH Ha puUcyHKe 2.10.
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Kewpurypagun " YIPABAAEMOE yCTpoAcTaO (NpoTokon HTTP)"

Ne D Mo amenn G MNoxasame cHETEMHBIS

Media Service

OKO MDM

OKO MDM Mefaxep

Print Service

System Update Service

Kameoa (Mediatek)

Pucynok 2.10 - Buemnnii Bug pasaena «lIpumoxenus

Paznen «Ilpunoxenus» Bxnaaku «KoHpurypauumn» mo3BoJiieT HaCTpauBaTh
JOCTYIMHOCTh HPHWJIOKEHUN i1 CKOH(UIYpUPOBAHHBIX MOOWJIBHBIX YCTpPOMCTB.
YpaBiasATe MX BEPCHOHHOCTBIO W IPOM3BOJUTH CIIECIYIOIIUE JTONOJHUTEIbHBIC
HACTPOWKH:

1) ¢nar «llokazarh CHCTEMHBIE» CKPBIBACT/OTOOpAKAET MPUIIOKECHHUS,
KOTOpbIE 3aperucTpupoBanbl B CY Kak CUCTEMHBIE [ MOOMIIBHOTO YCTPOIMCTBA;

2) B kojoHke «Bepcus», ykazaHa BbIOpaHHasi BEpCHs MPUIIOKEHUS, IS
naHHOU KoHurypauuu. [Ipu HaxkaTuu MOKHO yKa3aTh IpYTYIO BEPCHUIO;

3) B kosoHKe «JleficTBUs» 3aaeTcs NeUCTBUE JJIsl JAHHOTO MPUIIOKEHHUS:

a) «YCTaHOBUTb» -  TPU  aKTUBAIMH/OOHOBJICHHMH  HACTPOCK
KOH(UTypaluu, IpUI0KEHUE YCTaHABIMBACTCS;

0) «He ycranaBiauBath» - HE JiejaTh HUKAKUX JEUCTBUM;

B) «YIalIuThy» - yIadUTh, B CIIydae €l MPUIOKEHHE OBbLJIO YCTaHOBJICHO

paHee.
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4) B KOJOHKE «SIpibIK» MOKHO 3a7aTh OMITMH ISl SPJIbIKA TIPHIIOKCHUS Ha
paboyemM cToJjie MOOUIILHOTO YCTPOICTBA (ITOKa3bIBaTh/HE MTOKA3bIBATH);

5) B xononke «Ilopsaok» BRICTABIACTCS MPUOPUTET TSI PUIIOKCHUS

6) B KOJOHKE JIONOJIHUTEIbHBIE MapaMeTphl MO HAKATUIO (KHOMKA « ™ »),
BO3MOYKHO 33J1aTh KOJI KHOIIKU 3aITyCKa MpuiiokeHus, ¢piar «OToopaxkaTh B HUKHEN
CTPOKU» U «HACTPOUKH TI0 JIOJITOMY Ha)KaTHUION.

2.4.6. Paznen «Hactpoiika MDM» Bxknanku « Konguryparmm

Buemnuit Bug pazgena «Hactpoiika MDM» Brnanku «Kouduryparmmy

MPEJICTABJIECH HA pUCYHKe 2.11.

Konparypauen "YNP@BNAEMOE YCTPOWCTBO (npotokon HTTP)"

f 81483173 i

URL QR-x0a

Pucynok 2.11 - Buemnuii Bua pazaena «Hacrpoiika MDM»

Paznen «Hactpoiika MDM» Bknaaku «KoHdurypanum» npeaHa3zHadyeH s
HacTpoiiku koHpurypanuu CVY. [1o3BomseT 3amate ocHoBHOe MDM npusnoxenue -
areHT CY. YCTaHOBUTH PEXHUM KMOCKA. PEXKMM KMOCKA OKAa3bIBAET BJIMSHUE HA

OCHOBHOC  IIPHIJIOKCHHUEC, ITIO3BOJIAA (bYHKLII/II/I ((BHOKHpOBKa» IIOJTHOCTBIO

MEePEKPHIBATh IKPaH.

W3m.| Jlucr | No mokym. Iloan. | Jara




31
RU.BPYA.00065-01 90 01

B pasnene «Hactpoiika MDM» nocTynHsel ciienyromume noJis CrieluaibHbIX
HACTPOEK:

- «Wi-Fi SSID» - mactpoiika Wi-Fi mo ymomuanuto (Tpedyercst mopaboTka
MIPOIIIUBKH);

- «Wi-Fi-napomas» - Hactporika Wi-Fi mo ymonyanuto;

- «Twun 3amuter Wi-Fi» - HacTpoiika Wi-Fi mo ymomuanuio;

- «llpyrue 3amucu QR-koma» - pononHuTenbHble mons mia QR-kopa,
KOTOpBIE MOKHO MCIIOJIB30BaTh MPH NMEPBOHAUAIBHON ycTaHOBKe arenta CY;

- ¢nmar «HactpauBath uepe3 MOOWIBHYIO CE€Tb» - BO3MOXHOCTH
UCIIOJIb30BaHUsI MOOMJIBHOM CETH MPU HACTPOMUKE;

- (uar «3amudpoBaTh XpaHWIHILE YCTPOMCTBAY - IIM(PPOBAHUE XPAHUITUIIIA
MOOUJIBHOTO YCTPOICTBA;

- «Orpannuenuss» - MDM orpanuuenus, dyepe3 3amsaTyro, HalpuUMep:
no_sms,no_outgoing_calls,no usb _file transfer - mnonHbIA cnHCOK MO CCHUIKE
https://developer.android.com/reference/android/os/UserManager;

- «URL HoBOro cepsepa» - TpeOyeTcsi Il MAaCCOBOIO M3MEHEHHsI ajpeca
cepBepa CY s Bcex KOH(UTypUPOBAHHBIX MOOUJIBHBIX YCTPOMCTB (YyCTpPOMCTB,
JUTSl KOTOPBIX BbIOpaHa JaHHask KOH(Urypaims);

- «URL QR-koma» - ccpuika Ha QR-ko1, ¢ Hactpoitkamu MDM nist arenta CY.

[Ipu axtuBanmu (Quara «PexxuM KHOCKa» CTAHOBATCA JOCTYITHBI

JOITIOJIHUTCIBHBIC (bHaFI/IZ

«Pa3pemmnts kHONIKY «Homey;

- «Paszpemuts KHOMIKY «Recentsy;

- «Pa3pemnTs yBETOMIICHUS;

- «Pa3pemuts nndopmaruio B craryc-6apey;
- «Pa3pemuth OIOKHPOBKY dKpaHay;

- «bHOKMpOBKA KHOIIKM TUTAHUS;

- «KHomnka BbIXOJa U3 KHOCKa)».
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2.4.7. Paznen «Hactpoiika npunosxxenuit» Bxiaaku «Konpurypaunm»
Buemnmuit BUJ  pasnena «Hactporika MIPUJIOKECHU BKJIAJIKU

«Kouuryparum» npencrasieH Ha pucyHke 2.12.

Koupurypaues "YNpaBNAEemoe ycTponcTeo (npotokon HTTP)"

ID naxera Hassanue npunoxenms ArpubyT 3navenme KommenTapuin Cosan

Pucynok 2.12 - Buemnuii Bua pasnena «Hactpoitka MDM»

Pasnen «Hactpoiika npunoxxenuit» Bkiaaku «KoH(urypauum» mo3BoisSeT
3a/1aTh CIELMaJbHble HACTPOUKHU s nmpuiioxeHuil. OHu OynyT 3a/1elCTBOBAHbI,
€CJIM IPWIOKEHHE MOIIEPKUBAET TaHHBIE HACTPOUKH.

2.4.8. Paznen «®Paiinb» Biagku «Kondurypammm»

Buemnuit Bua paznena «@aitnbpy Biagku «KoHdurypauum» npeacraBieH

Ha pucyHke 2.13.

Kovchurypaum

Koupurypaea " YNPABNAEMOE YCTPOWCTBO (NpoTokon HTTR)”
A, (" Ok MDI ACTPOAKA NPHNOHSHAR AN

My Tk Mo YMONUSHMIO Ha YETROACTES

URL MyTe wa ycTponcTee Onucanne daina Coagan Reictane

Pucynok 2.13 - Buewmnuii Bug paznena «Dailiibn

Pazpen «®aitnbyy Brnaaku «KoHdurypanuu» mo3BOJISIET BHIOpaTh (ailisbl,
KOTOpbIE OYyT CKOMMUPOBAHBI HA KOHPUTYPUPYEMOE MOOUIIBHOE YCTPOMCTBO.
2.5. Brkuaaka «@ailjabD

Buemnuii Bua Brknagku «Dailiibl» npeacTaBieH Ha pucyHke 2.14.
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[J0NT DONE JN0NJONE IR BERE JON- NI G

Pucynok 2.14 - Buemnuii Buj Bkiaaku «Daitinbny

Bxrnaaka «®@aitnibny COIEpKUT CIUCOK BeexX (haiiioB, 3arpy>KEHHBIX B TTAHENb
CVY, Bxmouas naketsl APK, n3o0paxeHnus u npoyee.

Bxnanka «®ainbl» npeaHazHaueHa sl Ao0aBleHus, yaaneHus Qaiiios, a
TakK€ TIPOCMOTpPA BEPCHU TPUIOKCHHUS W HICHTHU(PHKATOpa TaKeTra I
APK-aiinos.

2.5.1. Jlo6aBnenue u yaainenue Qaiia

Jlns noGapnenust daitna B CY HeoOXoAMMO HaxaTh KHOMKY «J[00aBUTHY,
nanee kHOMKY «BwiOpath (daiim» (pucynok 2.15). Ilocne Toro, kak myTh K daiay

Oyner 3aaaH, HaXKaTh KHOMKY «COXpaHUThY.
®ann Buibepute dainn |‘Daﬁm He BblDpaH
MyTte

CoxpaHuTe OTmeHa

Pucynok 2.15 - Buemnuii By nanenu «Jlo6aBuThy» BKIaaku «Daitinbhy

s ynanenus ¢aiina B CY HeoOX0QMMO HaXkaTh KHONKY « @ » B cTpoke ¢
daiinom, KOTOpbIA HEOOXOAUMO YAAIUTb.
2.6. Bkuaaka «HacTpoiikm»

Buemnuii Bua Briaaku «HacTpoiiku» mpeAcTaBiieH Ha pucyHke 2.16.
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HacTpoiiku DOyHKUMK ~

[l13aiiH No yMon4aHuio
Tabnuua "YctponcTtea"
Mone3oBatenn
Ponu
( Ipynnbi
O6LWMe 1 A3LIKOBLIE HACTPOWKN
Monckasku
MnarvHe!
[etansHan nHdopmMaums
[ HKypHansi |
CoobLyeHun

YnpaBneHue ycTpoiACTBOM

Pucynok 2.16 - Buemnwuii Bua Bkinagku «Hactpoikm»

Bxnanka «HacTtpoliku» conepKuT Bblaaroniee MeHro HacTpoek CVY.
2.6.1. Paznen «/lu3aiiH o yMOJIYaHHUIO»
Buemnun Bua pasnena «/luzaiiH mo ymondaHuro» BKIagku «Hactponikm»

MPEJICTABJIEH HA pUCYHKE 2.17.

Yerpofictaa MpunoxeHns KoHdmrypaumu Daiins| Hacrpoitkm~ DYHKLMA~

[OusaitH no ymonyaHuwo

Liser droHa #678cab
LiBeT Ha3BaHUM NPUIOXEHUA #000000
BbiGepuTe UMA paHee Wma caitna v
3arpyxeHHoro )oHOBOro
N306paxeHns
URL ¢hoHOoBOrO n3obpaxeHuns https://glebm.techifiles/header_logo_h.png 3arpyaute
Paamep UKOHOK Cpeghue (+20%) v
3aronosok paboyero ctona WMpexTuchukarop ycTpoicTsa v
CoxpaHuts

Pucynok 2.17 - BHemnnii Bug pasnena «/[n3aiH mo yMmoiraaHuio»

Paznen «/Iu3aitn no ymonuanuro» Bknagaku «Hactpoiikuy npenHasHadeH i
YCTAHOBKH JU3aifHa MO YMOJIYAHUIO JJIsi KOH(PUTYpalUid U COAEPKUT CJICAYIOIIHE
AJIEMEHTHI:

1) «lBer ¢onHa» - mpu HaxkaTuM OTOOpa))KaeT BHUHKET, IMO3BOJISIOUIUN
BBIOpATH 11BET (poHA PabOYETro cToIa Ha MOOUIILHOM YCTPONCTBE, C YCTAHOBJICHHBIM

¥ HACTPOSHHBIM Ha MCTOJb30BaHKEe NaHHON KoH(purypanuu areHToMm CY;
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2) «llBer Ha3BaHU MPHUIOKEHUU» - MPH HAXKATUU OTOOPAXKAET BUIKET,
NO3BOJIAIOIIMN BBIOPATh LIBET TEKCTa SApJBIKOB Ha paboueM cTosie MOOUIIBHOTO
YCTPOMCTBa, C YCTAaHOBJIEHHBIM M HACTPOCHHBIM Ha HCHOJIb30BaHUE TaHHOU
KoH(urypauuu areHToM CY;

3) Bemmagaroumii  crnucok  «MMs  paHee  3arpy’X€HHOTO  (POHOBOTO
U300paXkKeHHus» - OTOOpa)xkaeT CHUCOK (DaiaoB, AOCTYNMHBIX JIS YCTaHOBKHU
(3arpyxeHHbIX paHee B CY), B kauecTBe (POHOBOTO M300paKeHUs] HA MOOUIIBHBIX
ycTpoiicTBax noj ynpasieauem CVY;

4) monme «URL ¢donoBoro wu3oOpakeHus» ¢ KHOMKOU «3arpy3uTb» -
MO3BOJIAET 3arpy3uTh HOBOE M300paxxenue B CY, 11 BO3MOKHOCTH YCTaHOBKH €TO
Kak 000u pabodero crosia MOOMIIBHOTO YCTpoicTBa o1 yrpasienuem CY;

5) Beimagaronmii cnucok «Pazmep MKOHOK» - MO3BOJISIET BBHIOpATh pa3Mep
MKOHOK paboyero cTosia MOOMIILHOTO YCTpocTBa o ynpasieHueM CY;

6) «3arojgoBoK paboyvero cTosa» - MO3BOJISET BHIOpPATh 3ar0JI0BOK pabovero
croja MoOuibHOro ycrpodctBa moxa  ynpasiaenuem CVY.  JloctynHbl
IIPETyCTaHOBJICHHBIC BAPUAHTHI:

a) «peHTudukarop ycTpoilcTBa» - WACHTUPUKATOP MOOUIBLHOTO
YCTPOMCTBA, KaK 3ar0JIOBOK;

0) «Onucanuey - onucaHne MOOMIJIBHOTO YCTPOMCTBA, KaK 3ar0JIOBOK;

B) «IllaGnoH» - MO3BOJISET UCITIOJIB30BATH CIIELIMAIbHBIE KIIFOUEBBIE CIIOBA,
JUISE OTOOpaKeHHUsI 3aroJIOBKOB, JTHOO MPOM3BOIBHYIO TEKCTOBYIO METKY AJIs BCEU

KOH(UTypaLnu:

«Noney - 0e3 3arojJ0BKa;

«deviceld» - unenTU(UKATOP YCTPONCTBA, KaK 3ar0JIOBOK;

«descriptiony - onrcanue yCTPONUCTBA, KaK 3ar0JI0BOK;

«customly» - 3agaHHBId  mAOJMOH UIS JAHHOTO MOOWJIBHOTO

YCTPOMCTBA, MOJB30BATEIHCKOrO MOJs 1
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- «custom2» - 3agaHHBIA MAOJOH IS JTaHHOTO MOOMJIBHOTO
YCTPOMCTBA, MOJIb30BATEIBCKOTO TOJIA 2;

- «custom3» - 3amaHHBIA AOJIOH s JAHHOTO MOOWJIBHOTO
YCTPOMCTBA, MOJIb30BATEIBCKOTO TOJIA 3;

- «Imei» - 0TOOpa3uTh imei, KaK 3arojoBOK;

- «serialNumber» - cepuiiHblii HOMEpP MOOMJIBHOTO YCTPOMCTBA, Kak
3aroJioBOK;

- «externallp» - BHeHIHHI ip KaK 3arojIOBOK YCTpPOMCTBA (MK IILTI034),
KaK 3aroJIOBOK.

7) «OpueHTtanus» - OpueHTalUs SKpaHa MOOMIBHOTO YCTPOUCTBA;

8) ¢unar «OTobOpaxarb BpeMs U cTaryc Oarapem» - O0TOOpaxaTh Bpems U
YPOBEHb 3apsijfia akKKyMYJSITOPHON OaTapen MOOMJIBHOTO YCTPOMCTBA B 3arojIOBKE
pabouero crona arenta CVY.

2.6.2. Paznen «Tabnuna «YcrpoilcTBa»

Buemnuii Bun pasnena «Tabmuma «YcrporctBay Bkianku «Hactpoitkm

MPEJICTABJIEH HA pUCYHKeE 2.18.

VerpoiicTea MNOKEHHS KoHtmrypaLin Ganns HacTpomku «
Buaumbie ctonBue 8 Tabnuue "Yerpoitcrea”

Ponk nonk3osarenei AIMHHWCTpaTOP
Cratyc
Koraa 6bino onnaitn

HpenTudpukatop
IMEI

Homep TenedoHa
Mopenk TenedoHa
Crartyc paspewenni
CTaTyc yeTaHoBKM

Cratyc dainos

B I B4

Kondurypauma

Pucynox 2.18 - Buemnwnii Bug paznena « Tabnuia «Y crpoiicTBay
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Pazpnen «Tabmuua «YcrpoiictBay Bkiaaku «HacTpoilkm» npeaHazHayeH s
HACTPOMKHU KOJIOHOK TaOIMIIbI BKIAJKU « Y cTpoiicTBa» CVY U COAEPKUT CleTyIoIIne

JIeMEHTHI ((ar - CKpBIT/0TOOpaXkeH):

«Cratycy;

- «Kornaa 0110 OHNANHY;
- «Unentudukaropy;

- «IMEly»;

- «Howmep tenedonar;

- «Mogenb Tenedonay;

- «Craryc pa3zpeneHun»;
- «Craryc yCTaHOBKWY;
- «Craryc (aiinony;

- «Koudurypammsy;

- «Onucanuey;

- «['pynmay;

- «Bepcus arenray;

- «3apsn 6aTapeny;

- «Pexum MDMy;

- «Pexum kuockay;

- «Bepcusa Androidy;

- «/lara HacTpolikuy;

- «CepuliHBI HOMEDPY;

- «IP-agpecy;

- «KonoHku, ¢ moap30BaTENbCKUMU TOJSMHU (0 TPEX)».
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2.6.3. Paznen «Ilonws3oBarenn»
Buemmnuit  Bun  pasgena  «llomws3oBarenw»  Briaaku — «Hactpoiiku»

MPEJICTABJIEH HA pUCYHKeE 2.19.

YCTpoRCcTEa MNpunoxesua ROHCDUrypaLmu Danns HacTpomm = DyHELIMM =

Monsaoeatenu

Mowck NoBasuTe

Wma nonb3osatens Wma Pone OercTann

admin admin AnpmumrcTpaTop r

Pucynok 2.19 - Buemnuii Bua pasnena «Ilons3oBarenn»

Paznen «llomp3oBarenm» Bknaaku «Hactpolikm» mnpenHasHadeH s
OTOOpakeHHs chucka mnoib3oBareneil B CY ¢ pa3HbIM ypOBHEM JIOCTyMNa, B
3aBUCUMOCTH OT 3aJIaHHBIX HacTpoek. [103BoJsieT HACTPOUTH MpaBa Ha JOCTYI K
KOH(HUTypalusiM, poJisiM, TPpyIIiaM MOOMJIBHBIX YCTPOMCTB U IPYTrOMY.

2.6.3.1 JloOapieHue MOJIH30BATEIIS

Buemnuii Bug oxkHa noOaBiieHHs Tojb3oBaTens pasaena «llombzoBatenuy

MPEJICTABJIEH HA pUCyHKeE 2.20.

Umsa
nonesosatens

E-mail
Wms
Pone v

OocTynHel Bce
ycTpolcTBa

DocTynHble Hert BeibpaHHbIX rpynn ~
rpynnel

YCTPOUCTB

HocTynHbl Bce
KOHbUrypaunmu

HocTynkHble HeT BuIOpaHHbIX KOHDUrypaLuii «
KOHUrypauum

Maponb

MoaTteepxaexHue

Pucynok 2.20 - BHeurnuii B okHa 100aBJIeHUs TOJIb30BaTES
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HpI/I I[OG&BJ'IGHI/II/I ITIOJIB30BAaTCJIsA HGO6XOI[I/IMO 3aII0JIHUTDH CICAYIOOINC TTOJIA:

«Vms monb30BaTes - UACHTU(PUKATOP MOIb30BATENS (JIOTHUH);

«E-mail» - ampec 31eKTpOHHON MOYTHI MOJIb30BATETIS;

«Ms» - umsa u (i)aMI/IJ'II/IH ITIOJIB30BaTCJIA,

«Ponap» - BBIOpaTh posib:  AJIMHUHHUCTPATOpP, TMOJB30BATENb WU
HaOJII01aTEIb;

- (nar «locTynHbI Bce yCTPOMCTBa» - BBIJIATh IOCTYII KO BCEM MOOMIIBHBIM
YCTPOMCTBOM, 100aBiIeHHBIM B CY;

- BBINAJAIOIINAN CIIUMCOK «/lOCTYIHBIE IPYNIIBI YCTPOMCTB) - BBIIATH TOCTYII
K IpyIIe Ui rpymnaM MOOUIbHBIX YCTPOICTB, 100aBIeHHbIM B CVY;

- (umar «JlocTynHbel Bce KOH(Urypamuu» - BbIIATh JOCTYN KO BCEM
KoH(purypanusim, no6asieHHsM B CY;

- BBINQJAIOMUN CIUCOK «JlOCTyIHBIE KOHQUrypalum» - BbIIATh JOCTYH K
HEKOTOPBIM KOH(pHUTypanusM, 100aBieHHbIM B CVY;

- «IIaposby» - mapoJib MoNIb30BaTES;

- «lloaTBepxkaeHuEe» - MOATBEPKICHUE MAPOJIS MOJIb30BATENS;

2.6.3.2 Hacrtpoiika npoduiisi mojib30BaTes

Buemnuii  Buj OKHa HACTpPOWKM Tpoduiiss TModb30BaTels — pasfena

«ITonp30Barenn» npeACTaBiIeH Ha pUCyHKe 2.21.

Mpoduns
Wwma nonsaosatens
Umn admin
E-mail

Coxpanute

CwmeHa napons
Crapeii napons
Hoswit napone

MoaTaepwaeHue

Coxpamrs

Pucynok 2.21 - BHemnuii Bua OKHa HACTPOMKHK TPOPUIIA MOIb30BATENS
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B Hactpoiiku mpo¢uis monb3oBaTens TaKkKe MOXKHO 3aWTH uepe3 MEHIO

pacrnoyioKeHHoe B MpaBoM BepxHeM yriy CV (pucyHok 2.22).

Pucynok 2.22 - Bxox B HacTpoiku poduiist moab30BaTeNs

B mactpoiikax mpoduias 1odb30BaTeNsl BO3MOXKHO HW3MEHUTh HMMS
MOJIb30BATEIIS, AAPEC ANEKTPOHHOM MOYTHI U NTAPOJIb.

2.6.4. Pa3nen «Pommy»

Buemnuit Bupn pasgena «Pomm» Brimaaku «HacTpolkw» mpencTaBlieH Ha

pucyHke 2.23.
L Yerpoictea Mpunomerus Kondburypatimm Danns Hacrpoitkn - DyHKLMN

Ponu nonb3osatenew

loGasuTe

Haszeanwe DencTeua
MonkaceaTens ra ﬁ

HaBniopatens ra

=]

Pucynok 2.23 - BHewnuii Bup pazaena «Poim»

Paznen «Pomm» Bkmagkm «HacTpoiiku» mpemHasHadeH I J00aBICHUS
HOBOM poJIH MPU HEOOXOIUMOCTH.

Jlns noGaBiieHWsT HOBOW pOJIM HEOOXOAMMO BBINMOJHUTH CJEAYIOUINE
JICHCTBUSL:

1) HaxaTh KHONKY «J{00aBUTHY;

2) B OTKpPBIBIIEMCS UAJIOTOBOM OKHE (PUCYHOK 2.24), 3amaTh Ha3BaHUE

POJIM ¥ BHIOPATH pa3perieHus u3 CrucKa:

«YTpaBj€HUE HACTPOKAMI;

«IIpocmoTp KOH(pUTYpaTTHID;

«M3MeHenue nadopmanuu 00 yCTponucTBe»;

«/I3MeHeHre onucaHusi yCTPONUCTBay;
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«YrpaBiaeHue HaCTPOMKaMU ITPUIIOKEHUS 1JIsl YyCTPOHCTBY;
«JlobGaBneHne KOHGUTYpaIUii»;
«lyOnupoBanue koHpUryparuiiy;
«Jloctym k API Pushy;
«IIpoBepka 0OHOBICHUI »;
«IIpocMoOTp IpUNOKEHNIN;
«YTIpaBiIeHUE IPUIOKECHUAMNY;
«YTpaBiaeHUE BEPCUSIMU MTPUIIOKECHUN»;
«IIpocmoTp (aiinosy;
«Ynpasnenue aitinamMmmny;
«Peructpanus ycrpoicts mo QR-xoxy»;
«YTpaBlIeHHE JOCTYITHBIMU IUIATHHAMWY;
«IIpocMoTp KypHana ayiuray;
«IIpocmoTp moapoOHON nH(pOpMaAUU 00 yCTPONCTBEY;
«IIpocMOTp KypHAJIOB yCTPOMCTBAY;
«OTmpaBka cOOOIIECHUIY;
«Y najieHue OTIPaABICHHBIX COOOIICHUI»;
«OTnpaBKa ynpaBJsOLUX COOOIICHUI»;

«VY najieHue ynpapJsitOIUX COOOIICHUI.

Hassanue

Paspewenus HeT BblIDpaHHbIX paspelueHni

4

« Buibpars BCe

Coxpe

X OTtmenuTs BCe

YnpaeneHue HacTponkamu

MpocmoTp KoHMrypauui

W3merenne uidopmaumm ob ycTpoiicTee

W3meHeHne onucaHua ycTpoicTea

YnpaBneHue HacTpoiKamu NPUNOKEeHUA ANA YCTPOHCTE
[obGaenenue KoHpUrypauyuin

[lybnupoeaHrue KOHbUrypauui

Hoctyn kK API Push

Pucynox 2.24 - JIluanoroBoe OKHO J00aBJICHUS POJIU
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2.6.5. Paznen «I'pynmbn

Buemnuit Bug paznena «I'pynmbspy Bkinagku « HacTpolkmu» mpencTaBieH Ha

pucyHke 2.25.
H YetpoiicTea MprnoxeHus Kondburypaumm Daiinb Hactpoiikn~ DyHELMN
pynnel
Mowmck NoBasuTts
Haseatwe Oencreun
Obwan ra il ]

Pucynok 2.25 - Buemnuii Buj paszzaena «I pynmnbn»

Paznen «'pynmbpy cOAEPKUT CIUCOK TPYII, K KOTOPBIM MOKET OTHOCUTBCS
MOOHJIBHOE yCTpOMCTBO. 1 100aBiIeHUs] HOBOM IPyNIbI CIEAYET HAXKaTh KHOIKY
«/1006aBUTHY» U TMATOTOBOM OKHE BHECTH Ha3BaHUE TPYMIIHI.

2.6.6. Paznen «OO0mme u S136IKOBbIE HACTPOUKID)

Buemmnuit  Bun pasnmena «OOmMe M S3BIKOBBIE HACTPOWMKH» BKJIAIKU

«HacTpoiikn» mpeAcTaBiieH Ha pUcyHKe 2.26.

Hacrpoi
F3bIKOBbIE HACTPORKU

MEnonB30BaTL AIBIK N0 YMONYIHKIO

Mpoyue HacTponku

Dopmar HoMepa TenedoHa

MNOrocTPOuHOe Omp. Ma ycrp-8o
Nonb3osarennckoe none #1 Haseaune oprasmsausd
Monssosarensckoe none #2 Hazeanne orgena
Nonb3osarensckoe none 43 JeqAns 87 MeTKE I
OTNPABNATE ONKCANME HA YCTPORCTBA I
Hacrpoiku BesonacHocTi
Munumansman annna napons
HagewwocTs napons Ha yxaIaHa (oBhe CAMRONK) v
Nonssosarens aomxen cOPOCHTL Napont
BbIXoa M3 CHCTEMBI NPH NPOCTOS KO v
No6aannte ycTp-80 Npw nepsom oSpawexnn
KOHQUIypaums HOBOrO YCTPONCTEa ¥npARNAeMOR YCTRORCTRG (npoTokon MQ™ v
pynNna HOBOro YCTPOACTES e v

Coxpasie

Pucynok 2.26 - Buemnuii Bua pasznena «OO1ue 1 S36IKOBbIE HACTPOUKI)
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Pa3znen «O0mme 1 S36IKOBbIE HACTPOUKW» BKIAAKH « HacTpoilkm» conepKuT
CJIETYIOLIUE DIIEMEHTBI:

- (mar «Mcmoap30BaTh S3BIK 10 YMOTUYAHUIO» - €CITH (hiar akTUBEH, TO S3BIK
CUCTEMBI COOTBETCTBYET SI3bIKy Opay3epa, eciu (uiar He aKTUBEH JOCTYIEH
BBINIAJAIOUIUI CIIUCOK C MOJJAEP>KUBAEMBIMU SA3bIKAMU;

- «®opmar HOMepa TenedoHa» - TMO3BOJAECT YCTAHOBUTH IAOIOH st
HOMepa TenedoHa;

- «llonmb3oBarenbckoe uMs #1» - 1O3BOJSET 3aJaTh  Ha3BaHUE
M0JIb30BATENBCKOTO TOJIf;

- «llonmp3oBarenbckoe UM #2» - TNO3BOJSET 3aJaTh Ha3BaHUE
M0JIb30BATENBCKOTO TOJIf;

- «llonmp3oBarenbckoe UM  #3» - TNO3BOJSET 3aJaTh Ha3BaHUE
MOJIb30BATENBCKOTO MOJIS;

- ¢nar «OTopaBisATh ONMKMCAaHUE HA YCTPOMCTBO» - aKTUBUPYET OTIPABKY
OINMKCaHMs Ha MOOUJIbHOE YCTPOUCTBO;

- «MuHuManeHas JUIMHA MapoJs» - 3aJaeT MUHHUMAIBHO JOMYCTUMYIO
JUIMHY TapoJisi JU1sl MOOMJIBHOTO YCTPOMCTBA;

- «HapexxHoCTh Maponisi» - HOCTYIHBI BapUaHThl HACTPOEK HAJEKHOCTHU
MapoJisi: CTPOYHBIE U MPOMKUCHBIE OYKBBI, ITU(PHI; CTPOUHBIE U MPOMUCHBIE OYKBHI,
s, CrieUaIbHBIE CUMBOJIBI; HE yKa3aHa (J100ble CHMBOJIBI);

- ¢nar «Ilons3oBaTenb MOMKEH COPOCUTH Mapojiby - KoMaHia COpOCUTH
NapoJib MOJIb30BATENIO;

- «BpIxXoa u3 cucTEMBI IPU MPOCTOE» - TaliMayT Bbixoaa u3 CY;

- ¢nar «/lo6aBaATh yCTp-BO MpU MEPBOM OOpaIICHUU» - €CJIM MOOUIILHOE
YCTPOMCTBO OBUIO paHEE 3aperUCTPUPOBAHO HA CEpBEpE, ATOT (ar MO3BOJSET
aBTOMATHUYECKHU JOOABUTh MOOMIHLHOE YCTPONUCTBO B CITUCOK NP OOpAIlCHNH;

- «Konduryparuss HOBOro yCTpoHCTBa» - KOH(UTypalusi HOBOTO

MOOHMIIBHOTO YCTPONCTBA M0 YMOJTYAHHIO;
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- «['pyrmma HOBOTO yCTpPOICTBay - Ipymma HOBOTO MOOMJIBHOTO YCTPOHCTBA
10 YMOJTYaHUIO.
2.6.6.1 Hacrpoiika noab30BaTEILCKUX MOJEH (ITOACKA30K)
Baemnuii BUJI OKHa HACTPOWKH MOJIb30BATENIbCKUX IMOJIEH (IOJCKA30K)

paznena «OO01ue U S3bIKOBbIE HACTPOUKHMY MPEACTABJICH Ha PUCYHKE 2.27.

MHOrocTpouMOe Omp. Ha ycrp-80
Nonb3osatensckoe none #1 PP ——
Nonbsosatenscxoe none 2 Haseame oTaena
Nonbosatenscxoe none &3 P

Pucynok 2.27 - BHenIHUM BUT OKHA HACTPOUKHU MOJIb30BATEIBCKUX TTOJIEH

JI71s1 HacTpOMKH MOJIH30BATENILCKUX MMOJIeH (ITOACKA30K), HEOOX0IUMO 3a1aTh
Ha3BaHMS JJIsS T0JIB30BATENIbCKUX ToJied (HampuMmep: «CreruanbHas METKa») U
yCTaHOBUTh (uar «OTnopaBuTh Ha YCTpPOWCTBO» (pucyHok 2.28). Jlamee B

napameTpax KoH(purypamuu BeIOpaTh oToopaxkaeMoe noje «CrernuaabHas METKay.

KoHDHrypaLum

Konburypauwn " YNpaBNaemMoe ycTpoiicTeo (npotokon MQTT)"

1aCTpORKM AH3adna DMAOKEH HacTpoki MON

WENeNs30BaTE AUIaRH NO
YMONUaHWIO

UseT dona o |
LiBeT HAIBAHMA NPHNOWEHWA =000 0

BbiGepHTe MR panss header_logo_matt png v
3arpymenroro honosoro
M30BpaNEHHR

URL chomoBoro uobpaxeHus htips-iigebm tech/filessheader_logo_matt png Jarpyanm

Pasmep HKOHOK C.penHue (1 20%)

3aronosok pabouerc crona s v
OpueHTauna

OToBpaxaTh Bpems H cTaTyC
Satapen

Pucynok 2.28 - HacTpolika 1moiap30BaTeNbCKUX MOJIEN

Bo Bknamke «YCTpOMCTBa» M3MEHUTH YCTPOMCTBO, 3aJaB 3HAYCHUE

M0JIb30BaTENILCKOTO MOJIs «CreruanbHas MeTKa» (pUcyHok 2.29).
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Woenrnduxarop
Onucanne
Mpynnii 1 1pynn =
Kongurypauws YIpamiHeaoe yo I podc e (nporoson MQTT) ~
IMEI

Homep Tenedona
Hassanwe opranmiaumm QOO0 "Baniap™
Haasauwe oroena Jraen Mobune4ux paipatoTok
CneunansHan MeTka lecTonmWA obpaie

Coxpannie Oimena

Pucynok 2.29 - HacTpoiika noiab30BaTeNbCKUX MOJEH

2.6.7. Pa3nen «Iloackaskm»
Buemnnit Bun paznena «lloackaskm» Bknagku «Hactpoitkuy mnpencraBieH

Ha pucynke 2.30.

Ycrponcrea MpvnoxeHun KoHdurypauum Pannbl Hactpoikn = PYHKUUA ¥

Moackasku

MokasbiBaTe NOACKA3KK CKpbITE NOACKA3KK

Pucynoxk 2.30 - Buemnnii Bug pasaena «lIloackazkm»

Jlns  BKJIIOYEHHUS  TOJCKA30K  HEOOXOJMMO HaXaTh Ha  BKIIAQJKY
«Hactpoiikn» — «Iloackaskm» — «lloka3ate moxackaskm». Ilogckazku OymyT
OTOOpa)K€Hbl Ha MOOWJIBHOM YCTPOMCTBE IOCIE€ OOHOBJIEHHS KOH(DUTypaluu
(aBTOMAaTUYECKHU WJIU IPUHYAUTEIBHO).

2.6.8. Pa3nen «Ilmaruaeny

Buemnnit Bun pasaena «Ilnarune» Brinagku «HacTpoiikuy npenicTaBiieH Ha

pucynke 2.31.
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Yerpoitctea Mpunoxexus Korchurypaummn Davins! Hactpoitku~ DyHKLMU >

Wenonbayemsie MnarvHbi

Ayaut

NetanbHan nHpopmaums
KypHans!

CoobLyeHus

YnpaBnexue ycTPOUCTEOM

NOQNQNN

CoxpaHuTe

Pucynok 2.31 - BHemnuii Bua pazaena «llnmaruasny

Paznen «llmarueby mnpenHa3HayeH [ AKTUBAUWW WM JI€AKTUBALIUU
IJIAarMHOB, KOTOPBIE MpeIHa3HaueHbI 11 qo0aBieHus QyHkimii B CVY.

2.6.9. Paznen «/letanbHas unpopmarus»

Buemnuii Bun pasznena «JletanbHas undopmarus» Briaaaku «Hactpoiikm

MPEACTABIICH HA pUCYHKE 2.32.

YcrpoiicTea Mpunoxexus Kondurypaumm Daiinel Hactponku v DyHKUMN ¥
[eTanbHas uHgopmauus

BpeMs XpaHeHNs AaHHbIX (AHK) 30

Mepepnasatb AeTanbHy K MHDOPMaLMIO
WHTepBan cbopa AaHHbIX 15 muHyT v

CoxpaHuTb

Pucynox 2.32 - Buemnuii Buj paznena «/leranpHas nundopmarus

Paznen «/leranmpHas wuHQOpManus» NOpenHa3HauY€H IS YCTaHOBKHU
BPEMEHHOTO MHTEpBajia OOHOBJICHMS ACTAILHOW HMHQPOpPMAlUU C MOOWIBHOTO
yCTPOMCTBA U BpeMsl XpaHEeHHsI 3Toi nH(opmanuu B 6a3e TaHHBIX.

2.6.10. Pazpen «XKypHanbDy

Buemnun Bua pasnena «KypHansDy Bkiaaku «Hactpoitkn» npeacrabieH Ha

pucyHke 2.33.
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YcTponcTea Mpunoxexuns Kondurypaumm Daiinbl Hacrpoiku ~ DyHKUMN

Hactpowiku nnarmHa "KypHano!"

Bpems xpaHeHUs1 XXypHanos (aHu) 30 CoxpaHuTb
Mpasuna
[obasute

HaumeHoBaHue npasuna AKTUBHO? YpoBeHb duneTp Mpunoxexune Kondurypaums pynna Dewcreus

OKO MDM & VERBOSE com.hmdm.launcher 7 ]

Pucynok 2.33 - Buemnnii Bug pasaena «KypHaubn

Paznen «KypHansl» mnpenHasHadyeH Uil HACTPOMKM BPEMEHM XPaHEHUs
YKyPHAJIOB U NPABUJI )KYPHAIMPOBAHHUS IS IPUIIOKEHUU.
Jliis 1oGaBiieHUst HOBOTO IpaBUiia CIEAyeT HaxaTh KHONKY «Jl00aBUTH» U B

OTKpBIBILIEMCS OKHE (PUCYHOK 2.34) 3aM0MHUTH CJIETYIOUIUE TOJIS:

«HanmMeHnoBanue» - moJie Ui BBOJa Ha3BaHUs IIPABUJIA;

- (uar «AKTUBHO?» - BKJIIOUEHHUE WIH OTKIIOUEHUE MTPABUJIA;

- «YPOBEHBY - BHINAIAIOIINI CIUCOK JUIsl BHIOOpA yPOBHS )KypHAIUPOBAHUS;
- «@unpTp» - noJse Ui BBOJA (GUIbTPa JIOTOB;

- «lIpunoxenuey - mose st BBIOOpA MPUIIOKEHNUS;

- «Koudurypamusy» - mose 11t BBIOOpa KOHPUTYpaIUy;

«'pynna» - mozne [uisi BbIOOpa TPYMIbl MOOMJIBHBIX YCTPOMCTB, IS
KYpHAITUPOBAHMUS;

- «CoXpaHHUTB» - KHOIIKA JIJIsl COXPAaHEHUS] HACTPOEK;

- «OTMeHa» - KHOMKA JJIs1 OTMEHbI U3MEHEHU;

- «YcTpolcTBay - KHOIKA /JI BBIOOpa KOHKPETHBIX MOOMJIBHBIX YCTPOMCTB

JUISL )KYPHAJIUPOBAHUS.

W3m.| Jlucr | No mokym. Iloan. | Jara




48
RU.BPYA.00065-01 90 01

Haumenosammne

AxTueno?

DunuTp
Yposexn v

Mpunoxerne

pynna

Kondmrypauma

Coxpasmrs Ormena ycTrponcTea

Pucynox 2.34 - OxHo 106aBieHUs] HOBOTO MpaBUiia

2.6.11. Pazgen «CooOrieHus
Buemmnuit Bun pasnena «CooOiienus» BkiIagku «Hactpolikuy npeactaBiieH

Ha pucyHke 2.35.

YeTpoucTea MpunoxmeHns Kondurypaumm Dainb Hactpoiikm = DYHELMA ~

HacTpoitkn nnarvHa "CooBlexHus”
Yoanute cooblueHHa cTaplue YeMm (OHe#H) 7 YoanuTe

Pucynok 2.35 - Buemnuii Buj pazaena «CooOimeHus»

Paznen «CoobuieHus» mpenHazHadeH JUisi HACTPOMKU BPEMEHH XPaHEHUS
coobmienuii B CY.

2.6.12. Pazpen «YmpaBlieHHE YCTPOHCTBOM

Buemnuit Buj pasnena « YopaplieHUE yCTPOMCTBOM» BKJIaIku «HacTpoiikmy»

MPEACTABIICH HAa pUCYHKe 2.36.

MpunoxeHus Kondwmrypaumm Dannel HacTpoikun~ DyHKLAA ~

HacTtpoiku nnarvHa "YnpasneHue ycTpoacTsom”

YAanuTe 3a4a4u cTaplue {OHei) 7 OMMCTHTE

Pucynoxk 2.36 - BHemHuii Buj paszaena « Y IpaBJIeHUE yCTPONCTBOMY

Pazpen « YnpaBnenue yCcTponcTBOMY NMPEAHAZHAUEH JIs1 HACTPOUKH BPEMEHHU

XPpaHCHU CIIMCKa OTIIPABJICHHBIX 3aJa4 MOOMJILHBIM YCTpOﬁCTBaM.
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2.7. Bruaaka « DyHKOumN»
Buemnuit Buja Bkinagku « DyHKIIMW» MPEICTABICH Ha pUCyHKe 2.37.

DyHKUMN ~

Ayaut

[etaneHaa nHbopMaums
HKypHanb!

CoobueHns

YnpasneHue ycTpoMCTBOM

Pucynok 2.37 - BHemnuii Bug BKIaaKu « OyHKIIUN

Bxiaaka « DyHKIIMN» COIEPKUT BbINMAAAOIINN CIIMCOK YCTAaHOBJIEHHBIX B CY
TUIarMHOB.

2.7.1. Paznen «Aynum»

Buemnuit Bun pasgena «Ayaut» BkIaIKu «DyHKIMW» TMPEICTABICH Ha

pucyHke 2.38.

Yerpoiictea MpunoxeHns Kondurypauum Daine! Hactpoitkn~ DyHKLUN~

Aygut
Bee geictaus N Mowuck
B =

DOara v Bpema WmA nonbsoBatens IP-agpec Denctene

04/06/2025 15:55:48.964 admin 91.108.27.8 Bxop 8 cucremy Q
04/06/2025 15:34:47.773 admin 91.108.27.8 WameHeHa NprBAaka BEPCUKA K KOHMrypauusam Q
04/06/2025 15:34:44.132 admin 91.108.27.8 Bepcus npunoxeHns uameHeHa Q
04/06/2025 15:34:16.088 admin 91.108.27.8 Kondhurypaums namexeHa Q
04/06/2025 15:33:00.910 admin 91.108.27.8 HacTpoitkm ausaiHa n3smeHeHb! Q
04/06/2025 15:26:11.938 admin 91.108.27.8 YcTpoiicTeo yaaneHo Q
04/06/2025 15:25:47.783 admin 91.108.27.8 HacTpoiiku asbika n3MeHeHbl Q
04/06/2025 15:25:16.889 admin 91.108.27.8 Bxop B cucTeMy Q

Pucynok 2.38 - BHemHuii Buj pazaena « AyauT

Paznen «Aynur» mnpenHazHadeH Uil BEICHHS JKypHaja JIEWCTBHU
nosib3oBateneit B CY. B paznene noctynHa GuiasTparus Mo aare, mojib30BaTesio U
JIEHUCTBHIO.

2.7.2. Paznen «/leranbHas nHOOpMALIHS

Buemnwmii Bun paznena «JletanbHas uHopMmaius» BKIATKH «DYHKITUN

MPEJICTABJIECH HA pUCYHKE 2.39.
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H YoTpodcTea lNpunoxeqns

oko-14

Bpema
Hoewrwipukatop
Onmncanne
Ty

IME] [Tpedyemuid)
IME1

Tenedpon (Tpedyesisii)
Tenedion

ICCID

IMEI 2-@a S5IM
CepuiHbIA HOMED

Apxwrestypa CPU

Hondmrypavps:

Dafn.

Hacrpodem -

OnyHrLpm =

NetaneHan MHopMmauua

PESPEI.I.IEI"E Ha YCTAHOBKY E3K afMHHACTPATOR ,'CTPDF‘H:‘TE!

Paipeisenme Ha HANOKEHHE NOBERI APYTHX OKOH

F‘ﬂspeu:enne Ha QOCTYN K WCNONBIOEAHW HCTODHRA

PHE[ELLIEIHQ Ha QOCTYN K CNeyHanbEHEIM BEOZMIEHOCTAM

Moaenis
Bepcwa OC
3apag Gatapen
Pexcum MDM
Pexnm kwocka
Chopka arexTa

na’,HHEP MO YOI AH AR

Hazpaume
Android Kavepa v2

Android Tenexam Ul

Blladln Caendan

Package ID

Craryc ycTaHoEmM

com.android camera2

com.android server. telecom

AP B [ |

YeranoeneuHan BERCHA

Mowck [usamwsecsie QanHse

06.06.25 17:04:38 (0 e Hazan)

oko-14

Ofiyan

867400020316612

57400020316620
33185149552027
ammé4-vBa

na

Aa

@

HET

QKD Phone 5 PRO
14

18%

a8

HEeT

com.hmdm launcher

Tpebyeman sepcua
0
a

n

Pucynok 2.39 - Buemnuii Bua pazaena «/letanbHas nabopmaims

Pas,uen ((I[eTaJ'II)Haﬂ I/IH(i)OpMaIII/ISI» MPCAHA3ZHAYUCH JJISI ITOJTYUCHUA I[CT&J'IBHOﬁ

uHbOpMaIu 0 MOOUIIBHOM YCTPOMCTBE U COJIEPIKUT CIIECTYIOIINE DIIEMEHTHI:

- «Bpewms» - Bpems nocieqHero oOHOBIEHUS WH(OpPMAMA O MOOUIBHOM

YCTPOMCTBE;

zm.

JInuct

Ne mokym.

Tloam.

Jlata
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- «pentudukarop» - YHUKaJIbHBIA UACHTU(PUKATOP MOOMIBHOTO
YCTPOMCTBA;

- «OrnurcaHuey - KpaTKOe ONMHUCAaHNE MOOMIBHOTO YCTPOWCTBA,

- «['pynmen» - rpynmnsl, K KOTOPHIM OTHOCUTCS MOOUIIBHOE YCTPOUCTBO;

- «IMEI (tpeGyeMblii)» - MEXKAYHApOIHBIN HACHTU(GUKATOP MOOUIBLHOTO
obopynoBanus (IMEI);

- «IMEI» - ¢paktuueckuit IMEI MoOGUIBEHOTO YCTPOICTBA;

- «Tenedon (tpeOyembiit)» - TpeOyemblii HOMep TenedoHa MOOUIBHOTO
YCTPOMCTBA;

- «Tenedon» - pakTruueckuit HoMmep TenePoHa MOOMIBHOTO YCTPOUCTBA;

- «ICCID» - wunentud@ukauuoHHbli HOMep SIM-kapTbl MOOMIBHOTO
YCTPOMCTBA;

- «IMEI 2-i1 SIM» - IMEI Bropoii SIM-kapThl MOOUIBHOTO YCTPOMCTBA;

- «CepuliHbIIl HOMEP» - CEpUIHBII HOMEP MOOMIIBHOTO YCTPOMCTBA;

- «Apxurektypa CPU» - apxuTekTypa UEHTPaJIbHOrO Mpoleccopa
MOOUJIBHOTO YCTPOMCTBA;

- «Pa3zpelienne Ha yCTaHOBKY KaK aJJMUHHUCTPATOP YCTPOKUCTBAY - pa3pelleHUe
Ha YCTaHOBKY MOOMJILHOTO YCTPOMCTBA B KAYECTBE aIMUHUCTPATOPA;

- «Pa3pelnieHne Ha Hanmo)XKeHHE MOBEPX APYIMX OKOH» - pa3pelieHue Ha
0TOOpakeHHe OKHA MOOMJIBHOT'O YCTPOMCTBA MOBEPX JAPYTUX OKOH;

- «Pa3pemienrne Ha 1OCTYyN K MCHOJB30BaHUIO UCTOPUM» - pPa3pelleHHe Ha
JOCTYI K UICTOPUH MCIIOJIb30BAHNSI MOOMIIBHOTO YCTPOMCTBA;

- «Pa3pemrenre Ha JOCTYII K CIIELMAIIBHBIM BO3MOXKHOCTSAMY - Pa3pelicHHe
Ha JOCTYN K CHEUUaIbHBIM BO3MOXXHOCTAM MOOMJIBHOTO YCTPOMCTBA;

- «Mogenby» - MOJIeTh MOOMJIBHOTO YCTPOMCTRBA,;

- «Bepcus OCy - Bepcus oneparimoHHON CHCTEMbI MOOUITLHOTO YCTPOWCTBA,

- «3apsa Oarapen» - YpOBEHb 3apsa aKkKyMyJISTOPHON OaTaper MOOMIBHOTO

YCTPOWCTBA;
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«Pesxxum MDM)» - pexuM ynpasieHust MOOWIbHbIMU ycTporicTBamMu (MDM);

«Pexum Knockay - PCXKHUM KHOCKaA,

«Cbopka arenTa» - Bepcus coopku arenta CY MOOMIBHOTO YCTPOWCTBA,

«JlayHuep o yMoT4yaHHIO» - UACHTUPHUKATOP MPUIIOKEHUS, Yepe3 KOTOpoe
OCYIIECTBIISICTCS JOCTYTI K APYTUM MPUIOKEHUSM MOOUIIBHOTO YCTPOICTBA.

2.7.3. Paznen «OKypHanbD»

Buemmnuii Bua pasgena «KypHanbey BkiIanku «OyHKIUM» NpeAcTaBiIeH Ha

pucynke 2.40.

poncrea Mpunoxexus Kondpurypaumm Danm Hacrponim~ QyHKUMN
YKypHans!
] ] Mowck no yposHIo... v Mouck  Dkenopt
B :
Dara v spems |¥ WaeHTUUKaTop Npunoxexue Yp c
04/06/2025 16:00:56.803 oko-12 com.hmdm.launcher VERBOSE Update flow completed
04/06/2025 16:00:55.712 oko-12 com.hmdm.launcher INFO Device owner: true
04/06/2025 16:00:55.111 oko-12 com.hmdm.launcher INFO Configuration updated
04/06/2025 16:00:55.007 oko-12 com.hmdm.launcher DEBUG Update configuration by MainActivity
04/06/2025 16:00:55.005 oko-12 com.hmdm.launcher DEBUG ACTION_UPDATE_CONFIGURATION
04/06/2025 16:00:54.719 oko-12 com.hmdm.launcher INFO Got Push Message, type configUpdated
04/06/2025 16:00:52.094 oko-14 com.hmdm.launcher VERBOSE Update flow completed
04/06/2025 16:00:51.452 oko-14 com.hmdm.launcher INFO Device owner: true
04/06/2025 16:00:51.412 oko-14 com.hmdm.launcher INFO Configuration updated
04/06/2025 16:00:51.319 oko-14 com.hmdm.launcher DEBUG Update configuration by MainActivity
04/06/2025 16:00:51.316 oko-14 com.hmdm.launcher DEBUG ACTION_UPDATE_CONFIGURATION
04/06/2025 16:00:51.307 oko-14 com.hmdm.launcher INFO Got Push Message, type configUpdated

Pucynoxk 2.40 - BHemnuii Bup pazaena «KypHaibh»

Paznen <«OKypHanb»y mnpenHazHaueH It OTOOpaKEHHsS CBEJICHHH O
BBITIOJIHEHUU PA3TMYHBIX TPHIOKEHUH, paO0TAIOIMNX HA MOOMIIHHBIX YCTPOMCTBAX.
J{nst KoppeKkTHOM paboThl HEOOXOAMMO YTOOBI ObljIa BBHINOJHEHA MpeABaApUTEIbHAS

HACTpOMKa C yKa3aHHEM MPUJIOKEHHS U YPOBHS )KYPHAIMPOBAHUSI.
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2.7.4. Paznen «CooOmieHus»
Buemnnii Bun pazaena «CooOuieHus» BKiIaaku « DyHKIUW NpeICTaBlIeH Ha

pucyske 2.41.

WCTBA MNpunokeHna Kondmrypalmm Dannt HacTpo#kn - PyYHELAN >

CoobleHun

Bee coobwenma ~ Mowck

Coanate coobugHne

Bpema IF YeTpoicTeo Crartyc CoobileHue

04/06/2025 15:26:48 oko-12 Docraenexo 1526

Pucynok 2.41 - Buemnuii Buj pazaena «CooOmeHuns

Paznen «CooOmienus» mnpeaHa3HAueH /i OTIpPaBKU COOOIIEHUN Ha
MoOmIIbHBIE ycTpoiicTBa. CooOiieHus OyayT OTOOpaKeHbI B MPHIOKEHUU
«Ileitmxep» ecnu MOOMIIBHOE YCTPOMCTBO HAXOAUTCS B CETH.

2.7.4.1 Co3ganue cooOIIEeHUs

Jlnia co3manusi COOOIICHHS ClIeIyeT HaKaTh KHOMKY «Co3aaTh COOOIIeHneY,
U B OTKpPBIBIIEMCS OKHE (PUCYHOK 2.42) 3alOJIHUTh COOTBETCTBYIOUIUE MOJIS U
Ha)XaThb KHONKY « OTIPABUTHY.

OtnpaeuTb Ha /CTpoiicTBO v
YcTpo#cteo

Tekct coobueHmnn

OtnpaeuTs Otmena

Pucynok 2.42 - OkHO co3/1aHHs COOOIIESHHUS

2.7.5. Paznen «YnpaBieHue yCTpOUCTBOMY
Buemnnit Bug pasaena « YOpaBlIeHUE YCTPOMCTBOMY BKJIAAKH «DyHKIHAN

MPEJICTABJICH HA PUCYHKE 2.43.
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Mpunokenna  Koweburypalmm Paint Hactpoiki=  DyHikuMn~

YnpaBnesue yCTporcTEoM 3annaHMposaHHLIe 33041

Mowck Coapare sapaqy

Bpema 1F YeTponcTee Tun Copepxumoe
04/06/2025 16:01:52 oko-12 configUpdated
04/06/2025 16:01:52 oko-14 configUpdated
04/06/2025 16:00:52 oko-12 configUpdated
04/06/2025 16:00:52 oko-14 configUpdated
0440672025 15:59:52 oko-12 configUpdated
04/06/2025 15:59:52 oko-14 configUpdated
04/06/2025 15:58:52 oko-12 configUpdated
04/06/2025 15:58:52 oko-14 configUpdated
04/06/2025 15:57:52 oko-12 configUpdated
04/06/2025 15.57:52 oko-14 configUpdated

04/06/2025 15:56:52 oko-12 configUpdated

Pucynok 2.43 - BHemHuii Buj paszzaena « Y mpaBieHUE yCTPOHCTBOM

Paznen «YmpaBineHue ycTpoWCTBOM» TpeAHA3HA4yeH sl J100aBJICHUS B
naHes b QyHKIIMOHAJA OTIPABKU YIIPABIISIOMIUX COOOIEHUH (3a/1a4) B pEKUME «KaK
MOJKHO CKOpEe», THO0 «I0 PACTTHCAHUION.

VYmpagpistoiee cooOiieHne (KOMaHbl) MPEACTABISIET U3 ce0sl TEKCTOBYIO
CTpOKY B hopMaTte json B KOTOPO yKazaHa KOMaH/a U JaHHbIE HEOOXOIUMBbIE IS
BBITIOJTHEHHUST 3TOH KOMaHIbl. KomaHABI OTHpABISIETCS TO MPOTOKOJAM: JIMOO
http(s), Tu60 mqtt B 3aBUCUMOCTH OT KOH(UTYpallud MOOMIHHOTO YCTPOUCTBA.

Kornma MoOuiabHOE YCTpOWCTBO MPUHMMAET YIPaBISIONIEe COOOIIEHUE
(komaHay), OHO ero oOpabaThiBa€T M MPOU3BOJUT 3apaHee OIpeIeIICHHbIE
JIEUCTBUS.

Kak u B cityuae ¢ 0ObI4HBIM cO001IeHHEM (1. 2.7.4 HACTOSIIIETO PYKOBOJICTBA)
JUTSL OTTIPABKU YIPABIISIONIETO COOOIIEHUsT (KOMaH Ibl) TpeOyeTC sl yKa3aTh IeJIeBOE
MOOMJIBHOE YCTPOWMCTBO WJIM TpPynmy MOOWIbHBIX ycTpoicTB. Komanga Oyxer
JI0CTaBJICHA €CITM MOOMIIHPHOE YCTPOMCTBO HAXOAUTCS B CETH, TMOO KaK TOIHKO OHO

BBIMJIET HA CBA3b.
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2.7.5.1 Co3panue ynpasmistomero cooomeHus (KOMaHIb)

JUist co3maHusl YNpaBISIONIETO COOOIICHHS (KOMaHAbI) CJIEAyeT HaXaTh
KHONIKY «Co31arh 3ajady», OTKPOETCA JHajJoroBoe OKHO (pucyHok 2.44) co
CJIETYIOLUMU TTOJISIMHU:

- «OtmpaBuThb» - YyKa3zaTb THIl aJpecaTa (KOHKPETHOE MOOUIIBLHOE
YCTPOMCTBO WJIM IPYyIIIia MOOMIIBHBIX YCTPOMCTB);

- «YCTpOUCTBO» - UJAEHTU(UKATOP KOHKPETHOTO MOOMIJIBHOTO YCTpOMCTBA
JUTSL KOMaHbL;

- «Tum» - THD KOMaH/IbI;

- «Copnepxumoe» - CTpoka json, Kotopas OyneT oTHpasiieHa Ha MOOUJIbHOE
YCTPOUCTBO (TIPU HEOOXOAUMOCTH MOKET OBITh CKOPPEKTUPOBAHA).

OnuuoHaIbHO MOTYT OBITH OTOOPAXKEHBI CIETYIOLINE MOJIS:

- «[Ipunoxxenuey - BHIOOp MPHIIOKEHUS JJIA 3alycKa WIH yAAJICHUS;

- «Tun coobmeHusi» - moje, OToOpakaeTcs ISl TUMA COOOIIEHUMN
«IIpousBonpHAsg KOMaH/ay, IPEAHA3HAYEHO ISl OTIPABKUA HECTAHAAPTHBIX KOMaH]T

B TCCTOBBIX L CIIAX.

OTnpasute YerpoicTeo v
YcTpoWcTBO
Tun Mpou3ssonbHan koMaHaa (paapaboTyunk) v
Beeawute TN coobweHnA

Copepxumoe

OtnpaeuTth OTmeHa

Pucynox 2.44 - OkHO cOo3/1aHus YIPABJISIONIETO COOOIICHUS

2.7.5.2 Tunsl ynpapisiomero coooeHus (KoMaHIbl)
BremHuii BUT BBIMAIAIOMIETO CIIUCKA ¢ TUTIAMU YTIPABIISIONINX COOOIICHHIMA

(komaHa) MpeAcTaBiIeH Ha pucyHke 2.45.
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OTnpaBsuTb Yetpoictso v
YcTpoucTeo

Tun MpousBonbHas komaHaa (pa3paboTymk) v

O6HoBnEHWe KoHUrypauum
BBeauTe TUN cOOGLIEHNUS 3anyck npunoxeHus
YaaneHve npunoxexus
Copepxumoe Ynanenwue daiina
Ynanenue gupektopun
OyuncTka AMpeKTopumn
Paspeluatowwuin pexvm
Mepesarpyska yctponctsa
Otnpg C6poc k 3aBOACKUM HacTpoiikam

BrokupoBsath akpaH

Pasbnokvuposath akpaH

Pa3abrnokupoBaTb CTaTyCHYH CTPOKY

Brok1poBaTh CTaTyCHYO CTPOKY

MpousBonbHas koMaHaa (paspaboTyuk)

Pucynok 2.45 - Brinmaaromuii CIUCOK ¢ TUIIAMHU YIPABJISIIOIIMX COOOIEHUI

Onucanre TUIIOB YNPABISAIOMIMX COOOIIEHUH (KOMaH/):

- «OOHOBNEeHME KOH(DUTYpaALMN» - KOMaH 1a Ha OOHOBJIEHUE KOH(PUTypaliuu
MoOuIbHOrO ycTpoiictBa. [Ipu momydeHnn MOOUIIBHOE YCTPOMCTBO HEMEAJIEHHO
3anpamuBaeT KOH(UTYpalrIo ¢ CEPBEPA U B CIIydae OTJIMYMUSA OT TOM, KOTOpas Oblia
3arpyeHa paHee, OOHOBISET CBOM HacTpodku. Taxke Bpems OOHOBIEHHUS
¢bukcupyercs B Tabnuue «/leranpHas wuHboOpMalMs» W BIMIET HAa CTATyC
MOOMJIBHOTO YCTPOMCTBA B Ta0IMIE MOOMIIBHOTO YCTPOICTBA;

- «3alycK NpWIOKEHHUs» - KOMaHJa 3allyCcKa NpPUJIOKEHUS Ha 3aJaHHOM
MOOMJIBHOM yCTPOMCTBE UJIM TpyIIe MOOMIIbHBIX YCTpoicTB. [Ipu BeIOOpE naHHOM
KOMaH/Jbl HEOOXOJUMO BBIOpaTh MPWIOKEHHE W3 BBINAJAIOLIETO CIHCKA
(pucyHok 2.46). Wnentudukatop mnpuioxeHuss Oyaer [O00aBlIeH B MO
«Conepxkumoe». IlpunoxeHne ITOKHO OBITh YCTAaHOBJIEHO HAa MOOWJIBHOM

YCTPOWCTBE;
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OTnpasuTh YcTpoWcTso v
YcTponcTeo
Tvn 3anyck npunoxeHns v

Mpunoxexue Email knuext v

Mowuck NPUNOXeHnAa
Copepxumoe

Android Ul 38oHkoB

Android Kamepa v2

Android Tenekom Ul

Email knuent

Media Service
Otnpé OKO MDM

OKO MDM TMewpxep

Print Service

System Update Service
Bpaysep (generic)
[anepesn

KanekynaTop (generic)

Kamepa (generic)

Pucynok 2.46 - Criucok NpHJIOKEHU KOMaH/IbI 3aIlycKa MPHIOKEHUM

- «YpaneHue IPUWIOKEHUD» - KOMaHAA yAAIAET IPWIOKEHUE HA 3aJaHHOM
MOOMJIBHOM yCTPOMCTBE WM Tpynne MOOWJIBHBIX yCTpoMcTB. Heobxomumo
BBIOpATh MPUJIOKEHUE U3 BBIMAJAIOIIETO CHUCKA AHATOTMYHO KOMaHAe «3amyck
npuioxkeHus»  (m. 2.7.5.2  HacTodmero - pykoBoxacTBa).  Mnentudukarop
npuiokeHus 0yaer gobasieH B nose «Coaepxxumoey. [lpunoxxenue 101KHO ObITh
YCTAaHOBJIEHO Ha MOOWJIbHOE YyCTpoilcTBO. Takke OHO HE AOHKHO 00JaaaTh
aJIMUHUCTPATUBHBIMU NTPAaBaMU Ha MOOMJIBHOM YCTPOWCTBE;

- «Ypanenue (aityia» - KOMaH/1a MO3BOJSET YIATUTH (aiii, HaXOIAIErocs
Ha MOOMJIEHOM yCTpOICTBE;

- «YpaneHwe OUPEKTOPUM» - KOMaHAA IMO3BOJSET YIAJUTh JUPEKTOPHH,
HaxXoJsIIKecs Ha MOOMJIBHOM yCTPOWCTBE;

- «OuncTKa AMPEKTOPUN» - KOMAH/a [TO3BOJISIET CPOPMUPOBATH KOMAHTy Ha
yaalieHue Bcex (haiioB U3 JUPEKTOPUH;

- «Pazpemarommii pexxum» - KOMaHAa aKTUBUPYET pexuMm «Permissive
Mode». Pexum «Permissive Mode» (pa3pematomuii pexxum) B Android - 3T0

PECKUM, KOTOpBIﬁ IMMO3BOJICT IIPHUIIOKCHUAM BBIIIOJHATD JICfICTBI/ISI, KOTOPbIC
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OOBIYHO TPEOYIOT CHIELMATIbHBIX pa3pelieHuii, 6e3 HeoOXOAMMOCTH 3anpaliuBaTh
ATH pa3pelieHus y nojab3zopareins. B atom pexume CY He OJ0KUpPYET BHIIOJHEHUE
TaKUX JEHCTBUM, a IPOCTO PETUCTPUPYET UX B JIOTaX. DTOT PEKHUM HCTIOIL3YETCS B
OCHOBHOM JIJI51 TECTUPOBAHUS U OTJIAJAKHU MPUIOKEHUHN, YTOOBI pazpabOTYMKKA MOTIIH
MPOBEPUTH, KaK HUX MPUIIOKEHUS] PabOTAIOT C PA3TMUYHBIMU pa3pelICHUsSMH, HE
3ampammuBas uX y mnoisib3oBarens. B oObraHom pexume «Enforcing Mode» CVY
OJIOKUPYET BBIMOJHEHUE JACHCTBUM, MJII KOTOPBIX HE OBUIM MPEIOCTaBIICHBI
COOTBETCTByIOIME pa3pemeHus. «Permissive Mode» He pekoMmeHmyeTcs
WCITOJIP30BaTh B TIPOM3BOJICTBEHHBIX Cpelax, TaK KaK ATO MOXKET IMPUBECTH K
HapYIIEHUIO 0€30MaCHOCTH ¥ KOH(MUICHIIMATBHOCTH JTAHHBIX;

- «llepe3arpy3ka ycTpoOWCTBa» - KOMaHIa TIO3BOJISIET Tepe3arpy3uTh
MOOUJIBHOE YCTPONUCTBO;

- «COpoc K 3aBOJACKMM HACTpOWKam» - KOMaHJa MO3BOJISIETCSI COPOCHUTH
MOOMIIBHOE YCTPOMCTBO K 3aBOJICKUM HACTPOMKaM;

- «bnoxupoBaTe/paz0iI0KupoOBaTh IKpaH» - KOMaHJa IO3BOJIAETCS
3a0JIOKMPOBATH WM pa30JIOKUPOBATh IKpaHa MOOMIIBHOTO YCTPOMCTBA;

- «bnokupoBaTh/pa30IOKUPOBaTh  CTAaTYCHYIO  CTPOKY» -  KOMaHja
MO3BOJISIETCS 3a0JI0KUPOBATH UITH Pa30JIOKUPOBATH CTATYCHYIO CTPOKY MOOMIIBHOTO
YCTPOMCTBA;

- «[IpousBonbpHast KOMaH/Ia) - KOMaH/a MO3BOJISET CAMOCTOSITEIHHO YKA3aTh
THUI KOMaHJIbI U COJIEPKUMOE jSon.

2.7.5.3 Cozpaanue 3aIIaHUPOBAHHON 3a/1a4u

3amiaHupOBaHHBIE 33/1a4d, 3TO OOBIYHBIE KOMAaHIbI, KOTOPHIE MOTYT OBIThH
3aIlyIICHbI 0 PACIIMCAHUIO.

Buemnuii Bum oOkHa «3amlaHUPOBAHHBIC 3alauyW» MPEJCTaBICH Ha

pucyHke 2.47.
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DYHKLINM ¥

TBOM 3annaHuposak

MNouck Coapatb 3apavy

Twn [ Tapui O6nactb Uens MuHyTbi Yace! 2O [Hu Hepenu Mecsub!

= ]

configUpdated all all - . . . . ,

Pucynok 2.47 - OxkHO «3aruiaHMpOBaHHBIE 3aa4K)

2.7.5.3.1 Hacrpoiika pacriucaHus
Jis co3maHusl paclucaHUs 3allJITaHUPOBAaHHOW 3a/layMl CIEAyeT 3a]aTh
BpeMeHHOM uHTepBa (pUCYHOK 2.48). Ucronb3ys «*» umu «*/x» (U, THU HeeIu

U MeCSIIbl HAUMHAIOTCS C 1, IeHb Henlenu 1 - BOCKpeCceHbe).

OTnpaeuTe YcTpoiicTeo v
YcTpoicTeo
Tun 3anyck NpUnNoxeHna w
MNpunoxetve OKO MDM Meiapxep w
Cogepxumoe {pkg: "com.hmdm.pager"}
KommeHTapui
) ! |
* M |
30 M2

CoxpanuTe OTtmena

Pucynok 2.48 - Hactpolika pacnucanus
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3. TUNIOBBIE JEUCTBUS

3.1. Hacrpoiika SSL/TLS-mu¢gpoBanus B CY

Jlna Ge3omacHoi mepefadn JaHHbIX MeXAy cepBepoMm CY U MOOUIBHBIMU
ycTpoicTBamu HeoOxonuMo Hactpouth SSL/TLS-mmdpoBanue. Dta npouenypa
00EeCIeUnT LIETOCTHOCTh U KOHPHUICHIIMATHHOCTH 00MeHa HH(OpMAaILIUEH, ISl ITOTO
BBITIOJIHUTD CJIEAYIONINUE JEHCTBUSA:

1) TD'enepanus ceprudukara.

Ecmu orcyrcTByeT coOctBeHHBI SSL-cepTudukar, CleayeTr co3aaTh €ro
BPYUHYIO WJIH TNPUOOPECTH KOMMEpPYECKHI cepTU(UKAT y aKKpEeIUTOBAHHOIO
noctaBmuka ceptuduxkatoB (Hampumep: Let's Encrypt, Comodo, DigiCert u
poyue).

Jljig reHepanyy caMONoJIUCaHHOTO cepTU(UKAaTa MOKHO BOCIOJIB30BAThCS
OpenSSL  komanaoW, Kkoropas co3mact kimou (server.key) u cepruduxar

(server.crt):
openssl req -newkey rsa:2048 -nodes -keyout server.key -x509 -days 365 -out server.crt

2) Wwmmopt ceprudukara B Truststore.

CeptudukaT cleayeT HMIIOPTHPOBATh B  JIOBEPHTEILHYIO  00JIACTh
(Truststore) cepBepa Tomcat. [lo ymonuanuto ucnosb3yercs jks-dopmat. Ilpu
UCIIOJIb30BaHUU AJBTEPHATHBHOTO (hopMara IMOJyYeHHOTO CepTHU(HUKATA CIICIyeT
KOHBEPTHPOBATh €r0 B HY)KHBIN (opmar.

NmmoptupoBanne ceptudukara B Truststore oCymIecCTBISIETCS CIIETYIOIICH

KOMAaH/bI:

keytool -importcert -alias tomcat -file server.crt -keystore truststore.jks
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3) Hactpoiika Tomcat.

Jlns wHactpoiiku Tomcat craeayeT OTKpbITh KOH(PUTYpPAlIMOHHBIA (haiii
Tomcat, pactiososkennbii o myti: SCATALINA HOME/conf/server.xml. Haiitn
cekuuto Connector, orBevarontyto 3a HTTPS:

<Connector port="8443" protocol="org.apache.coyote.http11.Http1 1NioProtocol"

maxThreads="150" SSLEnabled="true">
<SSLHostConfig>
<Certificate certificateKeyStoreFile="/path/to/your/keystore.jks"
certificateKeyStorePassword="your password"/>
</SSLHostConfig>

</Connector>

3neck:

port: ITopt ansgs HTTPS coenunenus (06b1ano 8443).

certificateKeyStoreFile: Ilyts k ¢aitny keystore.

certificateKeyStorePassword: ITaposs mst keystore.

4) Ilepesamyck Tomcat.

[Tocne BHeceHMs M3MEHEHHMM B KOH(PUTYpaIMIO CIEAYeT Mepe3anyCTHUTh

CCPBCP TOl’l’lCElt, YTOOBI IIPUMCHHUTDb HOBEIC HaCTpOﬁKHI
sudo systemctl restart tomcat
WNnu Bpy4YHYIO0 OCTAaHOBHUTH M CHOBA 3aIlyCTUTh CITYKOy:

sudo service tomcat stop && sudo service tomcat start

5) IIposepka padotst SSL/TLS.
[Tposepka npasmibHOCTH paboThl HTTPS ocymectBisercsa otkpeituem URL

cepBepa ¢ npeduxcom https://:
curl -v https://your_server ip or domain:8443/

Ecnmu Bce chmemaHo KOPPEKTHO, MOCTYIHT COOOIICHUE OT cepBepa C

3amr(poBaHHBIM COCTUHCHUEM.
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I[Ipumeuanus

1 JIss KOMMEpPYeCKHX CepTU(HKATOB HEOOXOIMMO JIOMOIHUTEIFHO MPOUTH MPOLERYPY
MIPOBEPKH JOMEHA U NMpUBS3KH cepTudukara k [IP-anpecy miam DNS-3anucu.

2B TpOW3BOACTBEHHOM OKPYXXCHHH JKEIaTEeJIbHO HPUOOpecTH  O(UIMATBHBINA
cepTU(UKAT, TMOAMUCAHHBIN yIOCTOBEPSIOUINM IIEHTPOM, YTOOBI M30€XaTh MperyNnpeKIeHUN
Opay3epoB U MOOUIIBHBIX YCTPOMUCTB.

3.2. PenaktupoBanue KoHGUrypanuu

Paznmuunbie KOHGUTYpaIuu MOTYT OBITh MCIIOJIB30BAHbI 1T HACTPOUKH KaK
PA3HBIX MOJEIIEN YCTPOMCTB, TAK U JJIS1 Pa3HbIX KaTETOPUH TOJIb30BATEIICH.

3.2.1. Pexomenaamus no UIeHTU(PHUKAINN KOHDUTYpaLIHii

HaszBanue koHdurypanum MoXeT cojepkaTh JI0O0ble CHMBOJIBI, BKJIIOYas
poOeIIbl, M UCIOJB3YEeTCs JI UACHTU(DHUKAIMK 3TOW KOH(PUTYpallMu B pas3jese
«Kondurypaum».

B ommcanne MOXHO BKIIFOYaTh KOMMEHTApUi K KOH(GUTypaIluu, HallpuMep:
JIUIsL YeTO OHA ObllIa CO3/1aHa, U €€ OTIUYHUE OT IPYTHX KOH(PUTYpAITHil.

3.2.2. PepaktupoBaHue KOHPUTYpaun

HoByro koH}urypanum mpoIie BCEro co3JaTh MyTeM KOIMHUPOBAHUS

CyliecTBytole koHpuryparuu (pucyHok 3.1).
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OBuwe HacTpoitiy {acTpoiiin guzaitia Mpunosxenu: Hactpoiizn MDM
Hazeanue MDM Test

Onucanue Kordburypauna ana Tectuposasna dyHkumii MDM (cTasium nayHuep wepea QR kog)
Mapone agMuHKucTpaTOpa
AgsToobHoBNEHME

Bnommpoeka cratyc-Bapa

GPS Moboi  Beikoven  Binioven

Mwoboi Boiknioyen Brnioven

Bluetooth

WiEi MoBor  Boiknwoven  Brniovew

MoGHNEHEIE AaHHLIE Mwobor Boikniosen Brnioden

MioBoi  Hemegrewwo Mo pacnucanmio Mo sanpocy

OBHoBNEHNE CHCTEMbI

Coxpanvme Coxpanums v zakpeime | OBHoBMTE Ma yCTporicTEaX Ormena

Pucynok 3.1 - PenaktupoBanue KoHPUTYypaIuu

Omnucanue BKIaI0K «PeakTupoBaHusi KOHQUTYpALTHID:

- «O0ue HacTpOMKM» - BKJIAJKA C HACTPOMKAMM Ha3BaHUS, ONMHCAHUS U
napoJisi aIMUHUCTpaTOpa (KOTOPBIN HY>KHO BBOJIUTH HA MOOUIIEHOM YCTPOUCTBE JIJIs
BBIXO/Ia B PEXKHUM aJMUHHUCTPATOPA), a TAKXKE COCTOSHUSI MOOUIIBHOTO yCTPOWCTBA
(kaxnaast QyHKIMS MOKET UMETh TPU COCTOSIHUS: HE PEryJIHPYETCs, BBIKIIOUEHO,
BKJIFOYEHO). Takke B JaHHOM BKJIAJKE BO3MOXXHO HACTPOUTH CTPATETHUIO
oOHoBiieHUsT CY: «11000i» - HE PEryJIUpyeTCs; «HEMEJIEHHO» - aBTOMAaTHYECKOe
OOHOBJIEHHME cpa3y IIocjieé 3arpy3kd OOHOBJEHHUH; «IO pPACIHUCAHUIO» -
aBTOMAaTHYeCKOe OOHOBJIEHHE B YKa3aHHBIE YacChl; «II0 3alpoCy» - 3alpalluBaTh
M0JIb30BATENS epe]] OOHOBICHUEM;

- «Hacrpoiiku nu3aitHa» - BKJIagKa C HAcTpoWKamMu paboyero crosia
MOOMJIBHOTO MPUIJIOKEHUS IMUHUCTPUPOBAHNS;

- «lIpunoxenus» - BKIaJKa CO CIUCKOM MPWIOKEHUH (KaK CUCTEMHBIX, TaK
U TI0JIb30BATEIbCKUX), KOTOPBIC JIOJDKHBI OBITH paspenieHbl B JaHHOU

KOH(pUrypauuu;
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- «Hactporiku MDM)» - Bkianka ¢ HacTponkou pexuma MDM, B koTopom
IPUIIOKEHNE-000JI0UKa HMMEET DPACIIMPEHHBIE MpaBa W IOJHOCTHIO YIPABISAET
MOOUJIBHBIM yCTpoicTBOM (TOBbKO 1isi Android 7+). I'maBHBIM NpHIIOKEHHEM
Bceraa J0kHO ObITh CVY.

3.3. Jlo6aBienue HOBOro npuwioxeHus (APK-daiin)

Jl1s no6aBiieHus HOBOTO MPHIIOKEHHUSI, HEOOXOIMMO BBHITIOIHUTH CIIETYIOIIHNE
JEUCTBHUS:

1) mepeittu B pazaein «lIpuioxeHus» U HaxkaThb KHONKY «Jl00aBUTHY;

2) B OTKpBIBIIEMCS OKHE (pUCYHOK 3.2) BbIOpaTh APK-daiin, noxxaaTses ero
3arpy3ku Ha cepBep. BpiOpaTh Ha3BaHue NpUIIOKEHUS (IIOJ 3TUM Ha3BaHUEM
npuwiokeHue OyAeT OToOpakaTbCcsl B TMAHEIW YIpaBJi€HHs), a TaKXKe, yKa3aTb
NOKa3bIBaTh JIM SPJIBIK MPHIOKEHUS HAa IKPAHE 10 YMOJYaHHIO (3TO MOXKHO OyneT

MePEONPEICIUTh B HACTPOINKaX KOH(UTYpalIUN);

ID naketa
Hazeanne npunomeHna
Bepcua
Cucremnoe
URL
®ann BeibepuTe daiin | ®ain He Buibpax

MokazaTe ApNLIK

CoxpaHuTs Ommena

Pucynox 3.2 - OkHO 100aBIEHUSI HOBOTO MPUIIOKECHHUS

3) no0GaBUTh TPWIOKEHHUE B HEOOXOAUMBIE KOH(DHUTypalnuu: HAUTH
OPUJIO)KEHUE B CIUCKE MPWIOKEHUH, HaxaTh KHONKY «KoHdurypanmum», u
MIOCTaBUTh 3HAUEHUE « Y CTAHOBUTHY» HAMPOTHUB HYXKHBIX KOH(UTYpaIni;

4) oOHOBUTH KOH(UTYpallM HAa MOOMJIBHBIX YCTPOMCTBaX, HaXaB KHOIIKY

0OHOBJICHUS.

W3m.| Jlucr | No mokym. Iloan. | Jara




65
RU.BPYA.00065-01 90 01

3.4. JlobGaBjieHHe CHCTEMHOI0 MPHUJI0KEHHA

JloGaBieHHEe CUCTEMHOIO MNPUIIOKEHUS MOXKET MOTPeOOBaThCA B Cllydae
HACTPOMKKM HOBOTO MOOWJIBHOTO YCTPOWCTBA, HWIACHTH(PHUKATOPHI CHCTEMHBIX
IIPWIOKEHUN KOTOPBIX OTJIMYAIOTCS OT CTaHIAAPTHBIX.

JloGaBiieHne CUCTEMHOIO IPUIIOKEHUSI HEOOXOAMMO B CIEAYIOIIUX CITydasx:

- HE 0TOOpa)kaeTcs CUCTEMHOE NPHUIIOKEHHE Ha SKpaHe, HalpuMep, Kamepa
WJIM 110YTa;

- IpU HEKOTOPOM JEWCTBUM OTOOpakaeTcsi 3ampeT HCIOIb30BaHUSA
MPWIOKEHUS HA IKPaHE.

[lepen noOaBneHUEM, CII€yET ONPENEIUTh UACHTU(UKATOP NPUIOKEHUS (OH
O0TOOpa)kaeTcs Ha HKpaHe 3apeTa UCIOIb30BaHUs IPUIIOKEHHs ). Takke ero MoKHO
OIIPENENNTh, YCTAHOBUB U 3allyCTUB YTWINTY «CHIHMCOK NPWIOKEHUN» W HaWIs
HY)KHOE IIPWIOXKEHUE 10 Ha3BaHWIO. YTWIWTA I[I0KAa3bIBa€T HAa3BaHUE U
UICHTU(PUKATOP MPUIIOKEHHUS.

Jig no6aBieHUs CUCTEMHOTO MPUIIOKEHHS CIEAyeT MEeperTH B CIHCOK
NPWIOKEHUN U HaxaTb KHONKY «JloOaButhb». IlocTaBUTH B OKHE A00aBIEHUS
MIPUIIOKEHUS TaNoUKy «CUCTEMHOE», U YKa3aTh BEPCUIO «0».

[Tocne no6aBieHUst CHCTEMHOTO MPUIIOKEHUS, 100aBUTh €ro B HEOOXOJUMBbIE
KOH(Urypaluu, A 3TOTO CIEAYET BBINOJIHUTH CIEAYIOIIME IEHCTBHS: HAWTU
IPUIIO’KEHUE B CIIUCKE MPUIIOKEHUH, HaXKaTh KHONIKY «KoHurypammm», noctaBuTh
«YCTaHOBHUTH»  HANpPOTUB  HYXHBIX  KOHQuUrypauuid. 3ateM  OOHOBUTh
KOH(UTypalnio Ha MOOUJIBHBIX YCTPONCTBAX, HAKAB KHOMKY OOHOBJICHHUS.

3.5. Msrkoe BHeApeHHe 00HOBJIEHHOTO MPHUJIOKEHUS

«Msirkoe  BHEApPEHHE»  O3HA4aeT  MpEeABAPUTENIbHOE  TECTUPOBAHHE
MOOMJIBHOTO MPUJIOKEHHUS Ha TPYIIIE TECTOBBIX MOOMIIBHBIX YCTPOUCTB.

OnucaHHblE B JaHHOM pas3fene ACHCTBUS NPUMEHMMBI M K BHEIPEHUIO

OOHOBJICHHOM BEpPCUU CaMOW 00OJIOYKH.
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3.5.1. IlpenBaputenbHble YCIOBUS

Ha cepBepe 10KHBI OBITH 3aBE/ICHBI 1B€ KOH(MUTYpAIIH:

1) «OcHoBHast KOH(UTYpalUs» - ¢ Hel paboTaeT OOJIBIIMHCTBO MOOMITbHBIX
ycTpoiicTB (Production), Ha 1aHHOM KOH(PUTYpaLIUK HEJb3s POTECTUPOBATH HOBYIO
BEPCHIO;

2) «TectoBass KOHQUTypalUs» - HECKOJbKO TECTOBBIX MOOWIBHBIX
YCTPOMCTB, Ha KOTOPBIX MOXKHO IMPOBEPUTHh HOBYIO BepcHI0. Takke Ha cepBepe
JOJDKHO OBITh 3aBesieHo npuiiokeHue CorporateApp, Bepcus X, TOCTYIMHOE KakK B
OCHOBHO, TaK U B TECTOBOW KOH(UTYpAIHH.

3.5.2. Ilpouecc BHEApEHUS

Jist  BHeApEeHHWS OOHOBJICHHOTO TPHWJIOKEHUS CICAYET BBITOJTHHUTH
CHEQYIOIINE NECUCTBUS:

1) noGaButh HOBYIO Bepcuio mnpuioxkeHus CorporateApp, Bepcusi X+1
(YCIIOBHO):

- TEepelTH B CIUCOK MPUJIOXKEHUH, HalTh npuioxkenue CorporateApp,
Ha)XkaTh KHONIKY «Bepcumny;
- Ha)KkaTb KHOIKY «Jl00aBUTHY;
- BBIOpaTh (pailn HOBOM BEpPCUH, 3aTPY3UTH €TO.
I[Ipumeuanue - Package ID HOBOI BepcuM MPUIIOXKEHUS JOJKEH BCErja COBIAAATh C

Package ID CTapOﬁ BEpCUU IPUITOKCHUSA, UHAUC HeO6XOI[I/IMO YCTaHaBJIMBATh IMPUITOKCHUC, KAK

HOBOC€.

2) mocne 1o0aBIeHUs MPUIIOKEHHUS, BRIOPATh TECTOBYIO KOHPUTYPAIIHIO - HA
Hel mpuiokeHue OyeT 0OHOBJICHO;

3) Ha TECTOBBIX MOOMIIBHBIX YCTPOUCTBAX OOHOBUTH KOH(PUTYPAIIHIO;

4) mpoTeCTUPOBATH HOBYIO BEPCHIO MPHIOKEHHUS (IIPU STOM OCHOBHAs
KoH(pUrypaius paboTaet co CTapoi BepCUei MPUIIOKEHUS );

5) mocie yCHemrHOrO TECTHUPOBAHMS, BKIIOYUTH HOBYH)  BEPCHIO
MIPWIOKEHUS Ha OCHOBHOW KOH(DHUTYpaINH;

6) BbIJATh KOMaHAy Ha OOHOBJICHHUE NPWJIOKEHHUS Ha BCEX MOOUIIBHBIX

YCTPOMCTBAX.

W3m.| Jlucr | No mokym. Iloan. | Jara
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